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Confidentiality

All information in this document is provided in confidence as per the terms and conditions of Hosted Voice

and shall not be published or disclosed wholly or in part to any other party without prior permission in writing.

Change Control

This document is controlled and issued by the HV.Select Product Manager. Please ensure that you have the
latest version of this document, existing Communications Providers (CP) and new customers should check

with their Account Managers.

Description of Changes Version Date

Published version 1.0 04 July 2017

In support of Release: Final 16 July 2017

» Updated Voice Recording ordering process, 2.0

reflecting removal of manual process

In support of Release : Final 17 September 2018

* Updated with VR Pause and Resume- Hosted SIPT 3.0

General Updates

Accumulated storage example added

Yealink pause/resume process corrected

UK Regulations on Voice Recording section updated

(changes not shown so please use compare function

if required).

In support of Release: Final 8t October 2018

* Sections covering the Voice Recording portal have 4.0

been replaced to reflect the new Version 5.

In support of Release: Final 31st January 2019
e Updated with Bulk Zip Download 5.0

In support of release: Final 6t December 2019
e Updated in support of Voice recording 5.1 6.0

Software
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Introduction

An application is used to control existing features or provide new features to Sites or Users. An application
is typically downloaded onto a local device, whether it be a PC, Smartphone or Tablet. Applications may
be inclusive of User feature packs or may be chargeable extras that enable the User to fulfil or enhance
their job role.

Overview

Voice Recording provides a business with the ability to record their user’s calls for training and quality purposes
and store them securely in the cloud. Calls can be recorded upfront, or during a call a User can evoke the
recording functionality. Calls are then stored for either 30 days, 180 days or 7 Years (2556 days) and at any
time prior to expiration of these periods, these calls can be downloaded locally. If a User is ceased, then
recordings will be deleted and no longer stored by the provider.

The application portal comes with standard branding and cannot be branded.

Technology Availability

This application is available on the following technologies:
e Hosted Users

o Mobile - All

e SIPT Users

o Functional — Desktop only
o Fixed - All
o Mobile - All

Please note that for SIPT Users, local extension to extension calls between PBX users will not be recorded.
This is because these calls are handled locally by the PBX and are not passed through the platform and thus
our Voice Recorder.

Audience

This document is intended for CP and their order entry and support personnel (CP Administrator), as it contains
elements of provisioning, installation and configuration. If this document is to be used by a CP’s customer
then it will need to be rebranded and altered to suit that audience.
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Application Description

Voice Recording provides a business with a user level recording function and allows calls to be recorded in
real time either proactively or reactively.

Voice Recordings cannot be added to group functions such as Hunt Groups but should instead be added to
all users behind the Hunt Group. A SIP Trunk should not have a Trunk Phone Number (pilot number) assigned
that needs to have calls recorded. The Voice Recording application is directly integrated with the platform and
works across all Hosted and SIPT User license types.

Voice Recording storage is set per Site built on the platform and this policy then applies to all users on that
Site and to all other Sites. The available options for cloud storage are listed below and after the expiration of
these periods’ calls will automatically be deleted:

e 30 Days — ideal for low level usage and non-business impacting usage
e 180 Days — ideal for compliance to FSA regulations and for training purposes
e 7 Years (2560 Days) — ideal for businesses operating in the financial sector

Voice Recording is integrated into the Feature Management Portal which is used to order Voice Recording for
Users, as well as configure and manage the feature. The following functionality is available to the following
user types:

¢ Reseller Administrator — Provide and Cease of Voice Recording Users. Configuration of recording
policies.

e Company Administrator — Provide and Cease of Voice Recording Users where the Reseller has
allowed this in the L2C Business Zone Ordering Portal for all Sites. Configuration of recording policies,
recording playback, recording delete, recording archive and many other features.

o Site/Group Administrator — Provide and Cease of Voice Recording Users where the Reseller has
allowed this in the L2C Business Zone Ordering Portal for own Site/s. Configuration of recording
policies, recording playback, recording delete, recording archive and many other features.

o End User Administrator — Configuration of recording policies, click through to Voice Recording portal.

The Feature Management portal also adds the following to the dashboards:

e Site Dashboard — Last 10 Calls Recorded, total number of recorded calls, total number of users on that
site with Voice Recording, View Details button for direct access to Voice Recording portal.

e End User Dashboard — Last 10 Calls Recorded, Calls in Progress, View Details button for direct access
to Voice Recording portal.

Where a Company, Site and User administrator selects the View Details button from the Dashboard they will
be signed into the Voice Recording Portal to access more advanced features as listed below:

e Dashboard - Summarised recorded calls are displayed on the landing page dashboard. This offers the
Company/Site Administrator a useful overview of all their recorded call traffic as well as important system
statistics such as Calls By Category, Frequent Callers, Call By Location, Agent Summary, Storage Stats
etc. For the User, they can just see their own recorded calls and stats related to these.

¢ Near Real Time Monitoring — Company/Site Administrators have the ability to monitor and listen in on
calls in progress (with a few seconds delay). This feature is particularly useful for training, order
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verification, client time-logging or when unusual usage has been detected. For the User, this capability
is not available.

e Recorded Calls - Recorded calls are dynamically displayed and can be auto played from within the
portal as well as offering other options such as, Download and Export features, Email Recordings and
upload to certain CRM Integrations. For the User, they can just see their own recorded calls.

o Download Calls — Company/Site Administrators have the ability to download batches or multiple
recorded calls as a zipped file from the Recorded Calls and Recycle Bin tabs. This is useful in instances
where they need to send a batch of recorded calls to another person or want to save them for future
reference. For the User, they can just see their own recorded calls.

e Archive Tool - The Archive Tool allows Company/Site Administrators to archive Voice Recordings to
ISO images. These image files can be burned to a CD/DVD at the convenience of the administrator. For
the User, they can only do this for their own calls.

e Annotation — The Company/Site Administrator has the ability to playback calls and place markers in the
call with text comments as well as upload documents associated with a particular recorded call. When
reviewing a call, Voice Recording allows ad administrator to go straight to the comments that they need
to review. For the User, they can only do this for their own calls.

e CRM Integration - CRM allows the Company/Site Administrator to connect with a CRM application such
as Sugar and Salesforce.com to upload recorded call files to specific contacts in the CRM application.
For the User, they can only do this for their own calls.

e Comments - The Company/Site administrator has the ability to place text comments on specific calls.
This is useful in situations where a reference number, case number or name must be associated with
recorded calls. For the User, they can only do this for their own calls.

e Categories - Categories allow the Company/Site Administrator to create their own user-defined
categories and associate them with recorded calls. For example calls can be categorized into ‘Sales’,
‘Marketing’ and ‘Support’ etc. Critical for associating marketing campaigns and in contact centre
situations. For the User, they can only do this for their own calls.

PCI DSS requirement 3.2 stipulates that card validation codes and values must not be stored other than for
transaction authorisation. The Voice Recorder therefore provides the facility to pause and restart recordings
using DTMF codes entered by the agent during the call. When credit card data is about to be given the agent
keys a code into their handset and the recording pauses. When the credit card details have been completed
the agent re-enters the code to restart recording.

All recorded calls are encrypted and marked with a digital fingerprint. The encryption algorithm used is AES-
256 (Rijndael). Encryption is applied at call termination prior to writing the call to online storage. The digital
fingerprint uses a MD5 signature applied prior to encryption. The signature is used to verify the integrity of a
call presented for playback. Tampering can therefore be identified and the use of MD5 is considered
appropriate for allowing recordings to be used as legally admissible evidence.
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Fair Usage Policy
30 Days Storage

Due to the amount of storage Voice Recording requires, we do operate a fair usage policy on 30 day storage
options. The usage has been calculated on an average amount of call length time per user. 30 Day Storage
Users are allowed 600 minutes (100MB) per 30 days. Storage is cumulative for a Site and shared across all
users.

180 Days Storage

For 180 day retention of recorded calls, Voice Recording Storage is added to the customer Site and usually
charged and is not subject to fair usage. This changes the service from free 30 days storage to a 180 day pay
as you grow storage model. Storage is cumulative for a customer and shared across all users on the Site.

7 Year (2560 Days) Storage

For 7 Year retention of recorded calls, Voice Recording Storage is added to the customer Site and charged
and is not subject to fair usage. This changes the service from either a free 30 days storage or pay as you
grow 180 day (6 months) to a longer term pay as you grow 7 years storage model. Storage is cumulative for
a customer and shared across all users on the Site.

Storage Example

For both 180 Day and 7 Year storage options, storage is based on the accumulated recordings and is charged
per GB. For clarity the following example demonstrations how those charges apply throughout the period
selected for an End Customer whose agents are generating 0.6 GB of recordings each month.

New Recordings Total Recordings Chargeable

Generated Accumulated Storage
Month 1 0.6 GB 0.6 GB 1GB
Month 2 0.6 GB 1.2 GB 2GB
Month 3 0.6 GB 1.8 GB 2GB
Month 4 0.6 GB 2.4 GB 3GB
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Hardware & Software Description

In order to successfully install and use this application, the following installation and licensing requirements
should be met:

Operating System

The web application has no operating system pre-requisites but the embedded archive tool is only supported
on Windows XP and Windows 7.

Hardware Requirements

This application has cross-device support and will work on the following devices:
o Desktop (Windows/ MAC)
e Tablet

e Smartphone (Home Screen icon on IOS Tablets and Smartphone)

Software Requirements

The Voice Recording portal has cross-browser support and will work on the following web applications:

Internet Explorer 8.0 and higher

Firefox

Chrome

Safari

Network and Firewall Requirements

You may need to allow access for the following on your firewall:

Protocol Destination Destination Port

callrecorder.yourwhc.co.uk
193.113.11.34
HTTPS 193.113.10.32 TCP 443

Note browser access is via a redirect from
the Business Portal.
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UK Regulations on Voice Recording

The following is based on Ofcom information and should be used as guidance only. Businesses considering
interception, recording or monitoring of telephone calls or e-mails are advised to seek their own independent
legal advice and should not seek to rely on the general information provided below. The regulations governing
the recording of calls in the UK are covered by different pieces of UK legislation. The main regulatory sources
to consider are:

Investigatory Powers Act 2016
http://www.legislation.gov.uk/ukpga/2016/25/contents

Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000
(“LBP Regulations”)
https://www.legislation.gov.uk/uksi/2000/2699/contents/made

General Data Protection Regulations "GDPR"

Telecommunications (Data Protection and Privacy) Regulations 1999
http://www.legislation.hmso.gov.uk/si/si1999/19992093.htm

Human Rights Act 1998
http://www.hmso.gov.uk/acts/acts1998/19980042.htm

In addition to the above legislation some sectors have additional industry specific regulations that they need
to operate within. The following list is not exhaustive:

10

Markets in Financial Instruments Directive (MiFID) is a European Union legislative framework for
governing the financial sector within Europe that came into force 3 January 2018. The directive
governs investment services provided by investment firms and banks as well as financial trading within
stock exchanges and other trading vehicles. The regulations place increased responsibility on firms to
record and securely store communications with their clients. Interactions with clients must be recorded
and stored using the following guidelines:

e Conversations must be recorded when either instructions are confirmed with clients,
or when advice is given to clients.

e The conversation must be recorded regardless of the medium used, i.e. whether it
was a telephone or mobile phone call, an email instruction, some other electronic
form of communication, or a verbal, face-to-face instruction.

e Records must be kept for a minimum of five years.

Financial Conduct Authority (FCA). In the UK there are regulations from the FCA. The intention with
MiIFID Il was to align these across Europe but in light of Brexit, FCA is included:

https://www.fca.org.uk/firms/recording-telephone-conversations-electronic-communications

Payment Card Initiative Data Security Standard (PCI DSS). All firms who handle, transmit, store,
or process information concerning credit or debit payment cards, or their related card data, are
required to be compliant with PCI (Payment Card Initiative). This is a global standard.


http://www.legislation.gov.uk/ukpga/2016/25/contents
https://www.legislation.gov.uk/uksi/2000/2699/contents/made
http://www.legislation.hmso.gov.uk/si/si1999/19992093.htm
http://www.hmso.gov.uk/acts/acts1998/19980042.htm
https://www.fca.org.uk/firms/recording-telephone-conversations-electronic-communications
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¢ Independent Committee for the Supervision of Standards of Telephone Information Services
(ICSTIS) Code of Practice. The ICSTIS is responsible for regulating premium rate services in the
UK, which include content, promotion and overall operation.

e Direct Marketing Association (DMA). The DMA in the UK set out guidelines for members to ensure
good practice for customer contact campaigns.

Legislation FAQs
The following provides a set of questions and answers around Voice Recording legislation.

For what reasons can | record my customer’s calls?

The Lawful Business Practice (LBP) Regulations specify conditions upon which calls may be recorded.
These are to:

e Provide evidence of a business transaction.

o Ensure that a business complies with regulatory procedures.

e See that quality standards or targets are being met in the interests of national security.
e Prevent or detect crime to investigate the unauthorised use of a telecom system.

e Secure the effective operation of the telecom system.

The above reasons can be broken down further under GDPR:
e Participants have given consent to be recorded for one or more specific purposes;
e Recording is necessary to fulfil a contract to which the participant in the call is a party;
e Recording is necessary for fulfilling a legal obligation to which the recorder is subject;
e Recording is necessary to protect the vital interests of one or more participants;
e Recording is in the public interest or in the exercise of official authority vested in the recorder;

e Or, recording is in the legitimate interests of the recorder, unless those interests are overridden by
the interests of the participants in the call which require protection of personal data

Do | need consent from my callers to record calls?

No, provided the recording is to meet one of the above conditions and you are not intending to make the
recording available to a third party. If a company does not meet these cases, they should obtain consent.

11
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How do | advise callers that they may be recorded?

The particular means by which you choose to do this are not specified. However consent should be opt-in if
the above cases are not met. Consents must be freely given, specific, informed, and unambiguous; tacit
consent is not enough.

Do | need to notify my employees that calls are recorded?

Yes, a company is obliged to inform employees their calls may be recorded. This is usually in the form of a
paragraph in their employment contract.

What is the relevant legislation?
Regulation of Investigatory Powers Act 2000 ("RIPA")
An interception is only lawfully carried out if one of the following applies:

e The person intercepting the call has reasonable grounds for believing that it has the consent of both
the caller and the intended recipient of the call to intercept; or

e The interception is carried out by a business in compliance with the Lawful Business Practice
Regulations (see below.)

The Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations
2000 (the "Regulations")

Interception is authorised if the business which is intercepting the call has made all reasonable effort to inform
potential users that their communications may be intercepted, and the interception is then carried out:

e To establish the existence of facts (e.g. to evidence a business transaction);

e To assess or demonstrate that standards "which ought to be achieved" are achieved (e.g. quality
control and training standards);

e To prevent or detect a crime, or for purposes of national security;

e To assess compliance with regulatory practices or procedures applicable to the business;
e Toinvestigate or detect unauthorised use of the communications system; or

e To determine whether communications are relevant to the system controller’s business.

The Data Protection Act 1998 ("DPA")

Recording (and use of recordings) where you can determine the identity of either party to the call, either directly
from the recording or from other information, would require you to first:

e Have informed that party how the recording would be used;

12
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e Obtain consent for the recording to take place (This may be implied from the fact that the customer
has been notified and not objected, but you should obtain explicit consent if the call reveals any
information classified as sensitive by the DPA, i.e. details of race/ethnic background, political opinion,
religion, trade union membership, physical/mental health, sexual life, offences committed or legal
proceeding bought.)

e The obligations in relation to processing of that data also apply, so that the data must be kept for longer
than necessary, under secure conditions and must be accessible to the customer at their request.

The Employment Practices, Data Protection Code

The code states that employees should be informed about any monitoring of their calls and that their consent
should be obtained (as required under the DPA.)

Human Rights Act 1998

The Act provides that "everyone has the right to respect for his private life and family life, his home and his
correspondence". To ensure that this right is protected employees whose calls are monitored should be given
access to a private line over which personal calls can then be made, during their lunch break for example.

Telecoms License obligations — The Service Provision License

Private and business use of a telephone system is regulated by certain DTI licenses. These include a similar
requirement to that set by the Regulations that "every reasonable effort" to inform parties to a telephone
conversation that recording may take place should be made.

Do businesses have to advise if they are going to record or monitor my phone calls or e-mails?

No. As long as the recording or monitoring is done for one of the above purposes the only obligation on
businesses is to inform their own employees. Businesses wanting to record for any other purpose, such as
market research will have to obtain your consent.

What do | do if my calls have been recorded unlawfully?

Under RIPA it is a tort to record or monitor a communication unlawfully. This means that if you think you have
suffered from unlawful interception of your phone calls or emails you have the right to seek redress by taking
civil action against the offender in the courts.

Will using the Voice Recorder make me GDPR and MiFID Il compliant?

It's the end customer responsibility to comply with the MIFID Il and GDPR regulations as it's wider than just
call recordings. The Voice Recording solution does however include a number of compliance features
designed to help End Customers meet their regulatory needs:

e The ability to define a minimum retention period of 5 years with the ability to create traceable archives.

e Recordings are encrypted using 256-bit AES encryption, an industry standard strong cryptographic
protocol. An authorized account is required to decrypt and playback the calls.

e SSL sessions are used which means that user access to the interface is always encrypted, ensuring
that data transmitted from the recorder to the user is secured when transmitted across networks.

13
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User access is both audited and controlled through a multi-tier account structure. System administrator
account(s) provide a means to create and manage access policy for user accounts by allowing group
policies to be defined and user accounts to inherit a group policy. System administrators can be
prohibited from accessing call recordings if required.

Other system tasks are also audited at a user level, for example playback, export of recordings, failed
login and the addition of recorded endpoints.

User authentication is linked to a single sign-on strategy.

The platform has IVR options are available for the notification to users that a call is being recorded if
not configured on the PBX or soft switch.

Each recording has a digital watermark attached to demonstrate authenticity. MD5 is used to apply
this.

Mobile recording is supported for calls that utilise the UC Office app.

Is the Voice Recorder PCI-DSS compliant?

No call recording system can claim to be regulatory compliant. There are no benchmark certifications available.
For example, is it not possible for a call recording vendor to go to the PCI DSS regulatory body and request
certification for their Voice Recorder. Instead, call recorders are developed with the features required to enable
companies to demonstrate that their call recorder forms part of their compliance strategy and adheres to
regulatory standards where needed. The Voice Recorder provides the appropriate security standards and
features that can enable organizations to comply with numerous regulations.

14
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Provisioning & Configuration

Provisioning of Voice Recording for a Company’s Sites is done on the Business Zone order journey.
Provisioning and Configuration of users is done on the Business Zones order journey or via the Feature
Management Portal (Business Portal).

Provisioning
Site Set-Up

To add Voice Recording to a Site, simply add a Storage package during the initial Provide order or at a later
day using the Modify journey.

Mixed site details: Step 4 of 6

1 Site 7 Site emergency
contact

3 Site
details ’

’ numbers ’

Call capacity limits

Site add-ons

Aulo Attendants
(Additional) Call Center ACDY

Wallboard [(WHC 1.0 only)

Voice Recording Storage

WH 30 day storaige VR 180 day storagpe

* Mandatory field

¢ Previous

Once the storage package has been selected, you will be able to Voice Recording to individual users further
on in the Business Zones order journey, or via the Business Portal. If this is not added, then the Voice
Recording User license will be greyed out in the portals.

User Set-Up

Once the Site has had a storage package applied to it, you can add Voice Recording to each user from the

General add-ons area on the user set-up page.

15
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Centrex User details: Step 2 of 5 X
l::;s 3 2:::_5! o | 3 Pphones 4 Hoatets 5 5 Accessaries @

User license *

Functional user + Fixed user Maobile user
*
Ciontract:tenm + 1day 1 year 2 yearss
Contract end date
General add-ons
WL Ol Desshetinp Add this Bugy Lamg Feld [BLF) Add this
Fax Miessaging Add this Voice Recording Add this
Reception Console add-ons
Reqeption Cormobe - - Reception Consale - .
Enterprise Acki s Small Business A
CRM add-ons
Galntegrator DB N Godntegrator DE Lite .
(CRM Canmesct) Add this [CRMConnect) Add this R

Alternatively you can add this at a later date via the Business Portal. Please refer to the Business Portal -
Company Admin Guide for guidance on how to apply add-ons to users.

Note that to facilitate quick and easy provisioning of Trunking Users in Business Zone, the Voice Recording
add-on can only be applied to Trunking Users via Business Portal.

Site Modify

You may need to “Modify" a Customer’s Voice Recording account if you want to change the storage period.
To place a Modify request please refer to the Modify section in the L2C Ordering Business Zone User Guide.

User Modify

If you need to add Voice Recording for a user this can be done using the Business Zone Modify journey.

Please refer to the User Modify section in the L2C Ordering Business Zone User Guide.

Alternatively you can add this at a later date via the Business Portal. Please refer to the Business Portal -

Company Admin Guide for guidance on how to apply add-ons to users.

16
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Site Cease
You may need to cease a Customer’s Voice Recording account if:
e The Customer no longer requires Voice Recording for any of their Sites

e The Customer no longer requires Voice Recording on a particular Site

To place a Cease request for Voice Recording for a Site please follow the Site Modify procedure set out in the
L2C Ordering Business Zone User Guide.

Please be aware that when Ceasing, all Voice Recording will be deleted and these cannot be
recovered. Therefore you should be careful when using Cease if you need to retain Voice Recordings. If you
want to keep the recording but still Cease, then you should use the archive tool in the Voice Recording Portal
to locally download the tool.

User Cease

If you need to remove Voice Recording for a user this can be done using the Business Zone Modify journey.

Please refer to the User Modify section in the L2C Ordering Business Zone User Guide.

Alternatively you can remove this via the Business Portal. Please refer to the Business Portal - Company
Admin Guide for guidance on how to remove add-ons from users.

17
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Configuration

Once the order for the Site is completed and the Users have had Voice Recording turned on, the service is up
and running. All subsequent configuration activity then takes places directly on the Business Portal/Voice
Recording portal.

Basic Voice Recording information and configuration of recording policies is undertaken in the Business Portal.
Where users need to listen to calls, manage calls or view advanced statistics, they simply click on the View
Detail button on Business Portal Dashboard Tab. Please note a CP Administrator cannot access this for Data
Protection reasons.

Configuring Recording Policies

From with the Business Portal the administrator, and User, can also configure Voice Recording preferences.
For an Administrator they should follow the steps below.

e Navigate to the Business Portal and enter your CP Administrator details followed by Login. If enabled
by the CP, then the Company/Group admin will also be able to do this.

Please Login

Username
Domain

Password

e Click on the Sites tab that the User belongs to.

Company a Employees E Employee Groups

Company: ORTWallsLive

”4

Profile

T

Dashboard

Company Dashboard

(D Active Sites & Active Employees 4 Company Admins & Add Employee

03 038 02 L

Call Logs

Company v All Traffic v Outbound v Answered v 2016/03/23 00:00 - 2016/03/23 23:59 n

e Select the magnifying button to return a list of all Sites followed by the Select button for the Site.

18
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Company: ORTWallsLive
Site List Site: Walls®

Search By Site Name...

3 Sites found. Displaying all Sites.

Walls1 £ Select
Walls2 € Select

Walls3

o Select the Employees tab, followed by the magnifying button to return a list of all Users, followed by
the Select button for the User you wish to configure.

Company QA Sites | & Employees 'a.' Employee Groups

H— . Company: ORTWallsLive
Employee Selection

2 Active [ Pending [ Error [ inactive

I Search By Users Name, Sile Or Telephone Number n

8 Employees found. Displaying all Employees.

Eric

Enc VanLustbader m WanLustbader +44 1560 327209 Walls2 m

JR Tolkien m JR Tolkien +44 1560 327161 Walls 1
Jane Austen Active Jane Austen +44 1560 327147 Walls1 m
Ortwalls | Inactive | & Select

e Select the Features Settings button from the left-hand side tab.

4

Features

e Scroll down to the Voice Recording feature or search for it in the search parameter. Select
Configure.
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Company: ORTWallsLive
—eatures Employee: Jane.Austen

List m voice recording| T
W Messaging

© \Voice Recording # Configure

Select one of the following Recording Controls (policy):

Always —records all calls. Please note that where SIPT Pause & Resume has been enabled by a CP
Administrator for a Site, all Users at that Site gain the ability to pause call recordings when this
recording control is set.

Always with Pause/Resume — records all calls and user can use pause/resume multiple times from
their Hosted handset or from the Business Portal. Where SIPT Pause & Resume has been enabled
for a Site by a CP Administrator, Users are also able to pause call recordings from their PBX handset.

On Demand - calls are not recorded unless you dial *44 (call needs to first be put on hold before
dialling this code, then the call can be taken off hold) before the end of the call or select the Recording
button from the Business Portal dashboard. Once you start recording it will record the entire call from
start to finish, including the part of the call prior to the FAC being entered. Once recording has been
activated, the option to pause/resume the call recording becomes available as well. This option is not
supported for SIPT Users to control via their PBX Handset.

On Demand with User Initiated Start — Calls are not recorded unless you dial *44 (call needs to first
be put on hold before dialling this code, then the call can be taken off hold) before the end of the call
or select the ‘start recording’ from the Business Portal dashboard. Once you start recording, it will
only begin recording the call from point at which the FAC was entered. Once started, the options to
pause/resume call recording become available along with the option to stop recording the call
altogether. Once stopped, call recording can be started again within the same continuous voice call
but this new phase of recording would appear as a separate call in the recorded calls list and will not
be appended to any earlier recordings. This option is not supported for SIPT Users to control via their
PBX Handset.

Never — records no calls.

Features » Voice Recording Employee: andynewbury test

Employee Features

Voice Recording

Recording Controls
Always
Always with Pause/Resume
(®) on Demand
On Demand with User Initiated Start

Never
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e Scroll down and clock on Save.
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SIPT Pause & Resume

Hosted SIPT Users with the Voice Recording add-on are able to utilise all of the recording controls shown
above using the Voice Recording buttons available in Business Portal. If the User needs the ability to pause
and resume their call recordings from their PBX handset, a manual configuration can be requested that enables
that functionality for a specific Site.

Ordering SIPT Pause & Resume

Raise a P4 support ticket using the following template:
o Title: Apply SIPT Pause & Resume
e Please enable SIPT Pause & Resume
e For Site: (provide the Site reference eg WHSTBTWxxxxxxx)
o  Within Company: (provide the Company reference eg WHHCBTWXXXXXXX)

The configuration will be applied within 5 working days and you will be notified once completed via the ticketing
system.

Restricting Recording Policies

Users can also configure these settings from their login, however an Administrator can restrict this by using
the Voice Recording feature under the Site features page by navigating to:

e Sites > Features > Call Control > Voice Recording

Company: BTW_MA_ML
Features Site' BTW_MA_ML_S2

List m foice Recording T
W Managmnt

@ Voice Recording

To configure, follow these steps:

e Select the Configure button.

¢ In the Disable Recording Control Settings for These Employees box, select one of the following
options:

o Select All will add all Users from the Site and allow you to restrict all users, likewise you can
select all then remove any you don’t want included.

o Click into the field and it will display all users, click on one to add

o Click into the field and start typing the name of the user, then click on one to add

o Toremove Users from the restriction, click into the users field and click x on the user to be
removed.
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o Click Select None to remove all users from the group

Dashboasd

Companies Q Sites a Employees * Employee Groups
. - Company. BTW_MA_ML
N Features » Voice Recording Sie: BTW_MA_ML_52
Site Feature .‘_'-:"!1-"/:]‘\
Voice Recording
Disable Recording Control Settings For
These Employees Seleci Al Seled None

Alternatively if you just want to restrict one user whilst you are administering features against a User,

navigate to:

e Employees > Features > Messaging > Voice Recording

O Voicemail (on)
O \oice Portal

O \/oice Recording

Company: BTW Product Line
Features Employee:
List el | voice| T

Vv Messaging

# Configure

/& Configure

/ Configure

To configure, follow these steps:

e Select the Configure button.

Select the Restrict Employee from Changing Recording Controls box

e Select Save.
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Features : Voice Recording Emgioyee PolycomvVX1500

Empicyee Fealuies

Restrict Emplayss from Changing Recording Controls

Voice Recording

Recording Controls
@ Abways

Advanced Configuration

More advanced configuration can be undertaken by clicking on the Details button from the Business Portal
Dashboard of Voice Recording Feature page.

(£ Details

This will open up the Voice Recording portal in another window as per the screen below.

Search Interactions

B ® ® btw_ma_ds_s1-15332070561... A,

0 0] 309 1 | 2.4 Hours
Il Calls in Progress Active Call Handlers| Calls Calls in Recycle Bin  Last Week's Trend Total Duration of Recordings:

ALEATS

m

REPORTS

AR, W 442073340319 W G401 W G402 W G408 W +441228500034 W 441228507380
W +441223508647 m 6414 m 6422 w 2442020222188 : P = g = = = = B
7
Frequent Callers - (Calls by Location £+
s
%%&
‘?\% =
AQS P i,
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From this portal the Company and Group Administrator can:

View the dashboard
View, listen to, monitor, categorise, and add comments to calls in progress

View, listen to, export, annotate, categorise, email, archive, export, download, upload to a CRM,
delete, search, and add comments to recorded calls

Recover, download, and delete calls from the Recycle Bin
View, filter, and export reports

Change time zones

Note: Company Administrators have access to calls in progress and recorded calls for all Users under each
Site. Group/Site administrators only have this for their Site.

From here a User Administrator can:

View the dashboard
View, listen to, monitor, categorise, and add comments to their own calls

View, listen to, export, annotate, categorise, email, archive, export, download, upload to a CRM,
search, and add comments to their own recorded calls

View, filter, and export reports

Change time zones

Please refer to the Operating this Feature section for more advanced instructions on what can be completed
inside the Voice Recording Portal.
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Operating the Feature

Business Portal Dashboards

The Business portal will display some key statistical information to the User that will allow them to see some
high-level data on their recordings as well as allowing them to link straight through to the Voice Recorder.
The Dashboard displays will only appear if the Sites and Users have Voice recording enabled.

Site Dashboard

When a Site Administrator logs in they will see the following information on their Dashboard:

e Total Subscribers - will display the total number or Users with a Voice recording license
e Details - clicking this will open up the Voice Recording in a new window

Voice Recording

Tolal Subscribers

User Dashboard

When a User Administrator logs in they will see the following information on their Dashboard:
e Recorded Calls - will display the last 10 recorded calls for the User
e Calls in Progress — will show any calls in progress.

o Where Always with Pause/Resume is being used, the User can select the Red
pause button to pause/un-pause the recording.

e Where On Demand is being used, the User can select the Red Circle button to start
the recording. They can also select the Red pause button to pause/un-pause the
recording.

e Where On Demand with Ul Start is being used, the User can select the Red Circle
button to start the recording and the black square to stop the recording at any time.
They can also select the Red pause button to pause/un-pause the recording.

e Details - clicking this will open up the Voice Recording in a new window
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On Demand Start/Stop Recording

If a User has any of the following polices selected then they will need to follow the steps outlined below to
Start and Stop the recording.

e On Demand (once a call is started, it can’t be stopped)

e On Demand with User Initiated Start (once a call is started, it can be stopped)

Below are the steps the user can take when using Starting/Stopping functionality from either the portal or our
supported Hosted IP phones. The behaviour on other Hosted IP handsets may be slightly different.

Start/Stop from the Business Portal

The simplest way to record a call, where Always is not set, is to use the Business Portal Dashboard as it allows
a simple click of a button to turn the recording on, as opposed to using the Hosted IP handsets which first
require you to put the call on hold.

e Log into Business Portal

Please Login

Username
Domain

Password

o Navigate to the Dashboard and locate the Calls in Progress box which will show you any calls in
progress, along with a Recording State of Not Started.

Calls in Progress =
Not Started 02038764079 +442033281163 05/07/2017 15:58:27

e Click on the Action red button to start the recording at any time during the call.
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e The recording State will now update to show the call as Recording and will record the entire call,
even the bit before the button was selected.

Calls in Progress

=

Recording

e |f On Demand is set, then the user will now see a Pause button appear, allowing the call be
paused/resumed.

®

e |f On Demand with Ul Start is set, then the user will now see a Stop button allowing the call to be
stopped and a Pause button allowing the call be paused/resumed. With this setting it only records
the call from the moment recording started.

00,

Start/Stop from a Polycom VVX Handset

Option 1
® Press the Hold softkey on the IP Phone
e To Start the recording, key in *44 on the IP Phone dialpad, followed by the Dial softkey
e Message received “Your Call Recording service has been activated successfully, thankyou”
® Press the Resume softkey to continue with call.

e To stop the recording press the Hold softkey on the IP Phone, key in *45 on the IP Phone dialpad,
followed by the Dial softkey

o Message received “Your Call Recording service has been stopped successfully, thankyou”
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Press the Resume softkey to continue with call.

Option 2

Press the Transfer softkey on the IP Phone

To Start the recording, key in *44 on the IP Phone dialpad, followed by the Dial softkey
Message received “Your Call Recording service has been activated successfully, thankyou”
Press the Resume softkey to continue with call.

To stop the recording press the Hold softkey on the IP Phone, key in *45 on the IP Phone dialpad,
followed by the Dial softkey

Message received “Your Call Recording service has been stopped successfully, thankyou”

Press the Resume softkey to continue with call.

Start/Stop from a Yealink T4x Handset

Option 1

Press the Hold softkey on the IP Phone then the New Call softkey

To Start the recording, key in *44 on the IP Phone dialpad, followed by the Dial softkey
Message received “Your Call Recording service has been activated successfully, thankyou”
Press the Resume softkey to continue with call.

To stop the recording press the Hold softkey on the IP Phone, key in *45 on the IP Phone dialpad,
followed by the Dial softkey

Message received “Your Call Recording service has been stopped successfully, thankyou”

Press the Resume softkey to continue with call.

Option 2

29

Press the Transfer softkey on the IP Phone then the New Call softkey

To Start the recording, key in *44 on the IP Phone dialpad, followed by the Dial softkey
Message received “Your Call Recording service has been activated successfully, thankyou”
Press the Resume softkey to continue with call.

To stop the recording press the Hold softkey on the IP Phone, key in *45 on the IP Phone dialpad,
followed by the Dial softkey
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e Message received “Your Call Recording service has been stopped successfully, thankyou”

e Press the Resume softkey to continue with call.

Pausing Calls for PClI Compliancy

The Voice Recorder includes functionality to help users with PCI DSS compliance. PCI DSS requirement 3.2
stipulates that card validation codes and values must not be stored other than for transaction authorisation.
The Voice Recorder therefore provides the facility to pause and restart recordings using DTMF codes entered
by the agent during the call. To use Pause and Resume, the following policy needs to be set against the users
Voice Recording feature:

e Always (SIPT Pause & Resume only)
¢ Always with Pause/Resume

e On Demand

¢ On Demand with Ul Start

It is not supported on the following polices from Hosted Seat phones or from Business Portal as the buttons
will not be displayed:

o Always
e Never

When credit card data is about to be given the agent keys a code into their handset or uses the buttons
available on the Calls in Progress screen on the Business Portal to pause the recording. When the credit
card details have been completed the agent enters another code on the handset or uses the buttons available
on the Calls in Progress screen on the Business Portal to restart recording. Both parties will hear the DTMF
tones when the code is entered using the phone. This sequence is available as default, and does not need to
be configured in the Voice Recording portal.

Note: It is the agent’s responsibility to ensure that the DTMF code is entered at the correct times to pause
and resume recording. For further information on PCI Compliance visit:

www.pcisecuritystandards.org

Below are the steps the user can take when using Pause/ Resume function from Business Portal, when using
our Polycom and Yealink phone range and from PBX handsets. The behaviour on other Hosted Seat handsets
may be slightly different.

Pausing Calls from the Business Portal

The simplest way to pause a call is to use the Business Portal Dashboard as it allows a simple click of a button
to pause the recording, as opposed to using the handsets which first require you to put the call on hold.
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e Log into Business Portal

Please Login

Username
Domain

Password

¢ Navigate to the Dashboard and locate the Calls in Progress box which will show you any calls in
progress that are being recorded.

Calls in Progress ]
Recording 02038764079 +442033281163 05/07/2017 15:47:12

e |f On Demand is set, then the user will now see a Pause button appear, allowing the call be
paused/resumed.

®

If On Demand with Ul Start is set, then the user will see the pause button alongside the Stop button, allowing
the call be paused/resumed.

00,
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e Once a call is recorded, the button will update and a red strikethrough will appear. To un-pause,
simply click the button.

®

Pausing Calls from Polycom VVX Phones

Option 1

e Press the Hold softkey on the IP Phone

e To pause the recording, key in *48 on the IP Phone dialpad, followed by the Dial softkey
o Message received “Your Voice Recording has been Paused successfully”

e Press the Resume softkey to continue with call.

e To resume the recording, key in *49 on the IP Phone dialpad, followed by the Dial softkey
o Message received “Your Voice Recording has been Resumed successfully”

e Press the Resume softkey to continue with call.

Option 2

o Press the Transfer softkey on the IP Phone

e To pause the recording, key in *48 on the IP Phone dialpad, followed by the Send softkey
o Message received “Your Voice Recording has been Paused successfully”

e Press the Resume softkey to continue with call.

e To resume the recording, key in *49 on the IP Phone dialpad, followed by the Send softkey
o Message received “Your Voice Recording has been Resumed successfully”

e Press the Resume softkey to continue with call.

Pausing Calls from Yealink T4x Phones

Option 1

e Press the Hold softkey on the IP Phone then the New Call softkey

e To pause the recording, key in *48 on the IP Phone dialpad, followed by the Ok softkey
o Message received “Your Voice Recording has been Paused successfully”

e Press the Resume softkey to continue with call.

e To resume the recording, key in *49 on the IP Phone dialpad, followed by the Ok softkey
e Message received “Your Voice Recording has been Resumed successfully”

e Press the Resume softkey to continue with call.

Option 2

o Press the Transfer softkey on the IP Phone then the New Call softkey

e To pause the recording, key in *48 on the IP Phone dialpad, followed by the Ok softkey
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o Message received “Your Voice Recording has been Paused successfully”

e Press the Resume softkey to continue with call.

e Toresume the recording, key in *49 on the IP Phone dialpad, followed by the Ok softkey
o Message received “Your Voice Recording has been Resumed successfully”

e Press the Resume softkey to continue with call.

Pausing Calls from a PBX Handset

Ensure an Always or Always with Pause/Resume voice recording policy is applied to the Site in Business
Portal and that the additional manual SIPT Pause & Resume configuration has been applied to the Site.

Note that any Hosted Seat Users with the Voice Recording add-on provisioned on Sites where SIPT Pause &
Resume has been configured will also gain this functionality.

Using SIPT Pause & Resume from the PBX handset:

e To pause the recording, key in *48 on the PBX Handset

e Toresume the recording, key in *49 on the PBX Handset

Business Portal Display

For calls that are paused or resumed using the SIPT Pause & Resume method, these changes will not be
reflected in the call status in the Calls in Progress section of the dashboard and using refresh will not update
the status. Users should therefore not attempt to use the SIPT Pause & Resume method in conjunction with
pausing calls via the Business Portal or with the existing method recommended for pausing calls from their
Hosted Seat Handset outlined in the section above.
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Voice Recorder Login & Dashboard

To access the Voice Recorder application you simply need to click on the Details button from either the
Business Portal Dashboard or from within the Feature.

[(# Details

This will then sign the user directly into the Voice Recorder and will provide admin privileges based on their
profile. Please be aware, CP Administrators will not be able to sign into the Voice Recorder for Data Protection
reasons.

Home Page

The Home Tab or Dashboard provides you with a real-time view of the Voice Recorder data including
information about the number of calls, active agents, etc.

kKB

sl 0 | 0 | 309

I:l Calls in Progress Active Call Handlers| Calls
q'

Qfea'c’.hae’ ctions Q ® (1) btw_ma_ds_s1-15332070561... A,

2.4 Hours

Calls in Recycle Bin Total Duration of Recordings:

ALERTS

REPORTS

*

Ll W 442073340319 W 6401 © G402 » G406 W +441273508034 W +441223507380

N 441223500047 m 6414 m 6422 w +442020222133
o 10 20 30 40 50 &0 70 80

Frequent Callers & Calls by Location &

On the left is a navigation menu with access to the following screens:

e Interactions

o Alerts
e Reports
e Modules
e Admin

e Home (Not shown on the main Dashboard page itself)
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At the top of the Dashboard is row of First Look tiles that provide a quick overview of live and recorded calls.
Clicking on the following tiles provides direct access to the appropriate screen within the Interactions section
for more information:

e Calls in Progress
e Calls

e Callin Recycle Bin

The final tile in the First Look row is Dashboard Options. Click the tile to flip the pane and reveal the available
settings. Here the auto refresh rate can be set for the Dashboard, the options are every 15/30 seconds or 1/2/4
minutes. A Pause Button is also included that can be used when refreshes need to be paused.

The main Dashboard is divided into seven distinctive panes that give you a pictorial and data overview of the
Company's current call usage: Frequent Callers, Calls by Location, Call Handler Summary, Active Call
Handlers, Recent Calls, Calls by Category and Storage. Panes that can be customised have an Options button
in the bottom right of the pane which when clicked flips the pane to reveal the available settings.

Options
Chart v
Last 30 Days v
Top 10 Results v
Frequent Callers @

e Chart - toggles between displaying the information in chart or table form. This option is
available for all customizable panes except Recent Calls.

e Last 30 Days - select the timeline for the information displayed in the pane. This option
is available for all customizable panes except Recent Calls.

e Top 10 Results - select the number of results displayed within the pane.
Once changes have been made, click the Return button in the bottom right of the pane to return to exit the

panel settings.

The Dashboard is set up to automatically adjust the view when the screen size is minimised, ensuring the most
efficient use of screen space for the user. When the screen is minimised, the information tabs move from the
left side of the screen to the bottom.
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Interactions Page

On the left side menu of the Dashboard, the first option is Interactions. Clicking this will take you to the
Interactions page where you can access Completed, In Progress and the Recycle Bin call recordings.

- N N BN
{ Ses — o) ( ds £1-153320705
€ a) (2) \\;}l btw_ma_ds_s1-15332070561 .
Interactions
Completed In Progress Recycle Bin
ﬂ E % Categories &8 SortBy: | Date/Time vl
Admm@bmmaus 00:00:12 ffWed 20181003 @03:3223PM  From: +441228506401 To: 123 L P.i >
@Admin@b(wmads ol From: +441228506401 To: 123 L 9% '.l >
Admm@bmmaus om: +441228506401 Te: 123 L P.i >
mAdmin@b(wmads om: +441228506401 Te: 123 L 9 ’.l )
YealinkTAB@btwmads m: +441228506402 To: 02073340319 )
&
mAdmin@htwmacs - +441228506401 123 L9 Q )
Emmuw@mwmads 00:02-5% f§Wed 2018-10-03 @11:18:264M  From: +441228506401 Te: 123 . Q’ )
PolycownEUT-ﬁ-btwn‘vatls 0000:12  ETue 20121002 @050417PM  From: +441228507390 7o +441228506406 v D>
Pnlymnéﬂ‘\-_’.’;hl\'.'matls 00:00:16  ffl Tue 20181002 @04:32:36PM F +441228507390 7o +441228506406 L '.’ )
¥
m Admin@btwmads 00:00:25 @ Tue 20181002 @ 04.31.40PW_Fror: +441228507390 To: +441228506401 L% & )
b e o i — = _— —

The page opens with all Completed calls displayed which provides a quick glimpse of vital information
regarding the completed calls. The following information is displayed for recorded calls in the list:

e User —the number or description associated with the call.

e Duration — the length of the call.

e Day — the day of the week the call took place.

o Date — the actual date the call took place.

e Time —the time the call originated.

e  From Number — the originating number.

e To Number — the terminating number.

e Play Recorded Call button - identifies whether or not there is a recording associated
with the call. Click this button to open the Recorded Call and begin playing the audio. If
the recorded call has already been sent to the recycle bin, the icon will be modified with
a Recycle symbol.

e Download button - downloads the audio file of the recorded call as a zip file.
e View Details button - opens the recorded calls window.

Use the filter option in the top menu to create and save different customised views. Clicking on the User of
any call will apply a filter to show all of that Users calls.
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Play a Recorded Call

e Select a call from the Interactions page

e Click the Play Recorded Call icon to open the Call Details window.

e The recording will automatically play.

@ Outbound Recorded Call
Admin@btwmads

£200:0019 (9 Wed 2018-1003 @03:32:23PM

H Yax 1x 2x m

Details Annotations
DI K-

+441228506401 123

callhalf-4224961:0

2BCSF9F10C2B7250DCIA22766ATBFEAS

00:16 [ 0019 )

Related Calls

@

@

@

@

Add an Annotation

Annotations allow you to add comments and markers to specific parts of calls to indicate where in the call a
notable event might have occurred. For example: a contact centre manager (or any other user) can find a
notable event in a call and to mark it for future review with a comment. Additionally, you are able to upload
pertinent documents to Annotations and download them for future reference.

e Select a call from the Interactions page
e Click View Details to open the Call Details window.

e Select the Play button to begin playing the recorded call.

o Pause the call at any point to add a note and click the Add Annotation button.

o Enter a subject and notes as needed, which will be time stamped at that point.

e Attach a file if appropriate and save the annotation.
e Continue playing the call adding further annotations if necessary.

e Click the Save button when finished.

G Outbound Recorded Call
Admin@btwmads £2000019 #Wed 2018-10-03 @ 03:3223PM

» 00:08 | 00:19 )
M wx  1x 2x M

Details Annotations

+ Add Annotation

H 00:00:09
Subject  Sale Agreed

Customer confirmed they wish to proceed with A
contracts, v

Note

Select File x
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SIPT Pause & Resume Annotations

Voice Recordings that have been paused using the SIPT Pause & Resume method will automatically have an
annotation added to the call which will contain the details of the pause and/or resume events in the Recorded
Calls listing. Playback of these calls will have a silent gap in the call recording that corresponds to the
pause/resume activations.

Email a Recorded Call

Situations will occur where you need to send a specific Voice Recording to a person that may not have access
to the application or just for emphasis. In these instances, you have the ability to email the recorded call to that
recipient. Although, there will not be an email option for any calls that have been deleted. You will still see the
call detail but there will not be any audio associated with it.

e Select a call from the Interactions page

e Click View Details to open the Call Details window.

¢ Click the Email icon to trigger an email to open with a link to the call recording.

e Enter the email address(es) of the recipients.

e Click Send.

@ Outbound Recorded Call

Admin@btwmads 000019 (3 Wed 2018-10-03 ©03:32:23PM

DB T ) & = H = Call Recording - Message (HTML) ? H - 0O X

FILE MESSAGE  INSERT ~ OPTIONS ~ FORMAT TEXT  REVIEW
+441228506401

To ||l
ce.

Send
Subject | Call Recording

Call Recording: https://vr-ipcomms-maoda.bt.com/CallRecorder/audio/player?r=aAltTrnKIt8~

callnalf-4224961:0

2BC5F9F10C2B7250DC9

Upload to a CRM System

CRM allows you to connect the recording system with a CRM application such as Sugar and Salesforce.com
to upload recorded call files to specific contacts in the CRM application. However, you can only have one
active connection to a CRM application at a time. If you want to log into another CRM application, the
credentials can be added from the User Settings menu.

e Select a call from the Interactions page

e Click View Details to open the Call Details window.

e Click the Archive to CRM icon.

e Search for a destination record in the CRM system to add the recording.

e The Subject and Notes will be prepopulated, amend as appropriate.
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e Click the Archive button to send the record.

Outbound Recorded Call

Admin@btwmads £©00:00:19 3 Wed 2018-10-03 ®03:32:23PM
n 00:16 0019 4D

)] X 1x 2x .}

Archive to CRM x
Details | Annotations

D

=% o0 | [
From: +441228506401

+  Accounts ¢ Cases ¥ Contacts

No records found

Subject | 20181003143223-441228506401-123-8

Comment = From Number: +441228506401 ~
To Number: 123
Duration: 00:00:19
Date: 2018-10-03 03:32 PM

callnalf-4224961

= (MDs). 2BCSFOF10C2]

File(s) toinclude =« Audio
Select at least one destination record

® Close

Download a Single Recorded Call
Individual calls can be downloaded from the main Interactions page or from the View Details window. Files
are downloaded as a zip file that contains the audio file in MP3 format.

To download voice recordings, follow the steps below:

e Select a call from the Interactions page

e Click View Details to open the Call Details window.
e Click the Options for Download icon.

e Click the Download button.

e You have the option to either Save the files or Open and view them.

@ Outbound Recorded Call
Admin@btwmads D00:00:19 B Wed 2018-1003 @ 03:32:23PM

> or-10 0013 4

Details Annotations

= oo o

Options for download To: 123
M Audio mp3 Related Calls
& Download _
(4
=
=
callnalf-4224961:0 r4

05 2BCSFOF10C287250DCIA22TEEATBREAR
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Download Multiple Recorded Calls

Up to 20 calls can be downloaded from the main Interactions page in one transaction. Calls are downloaded
as a single zip file that contains all the audio files individually in MP3 format. Calls can be downloaded in bulk

from either the Completed or Recycle Bin areas of the Interactions pane.
To bulk download voice recordings, follow the steps below:

e Nauvigate to the Interactions page, either the Completed or Recycle Bin tabs.

e Select up to 20 calls you wish to download by clicking in the corresponding
option box to the left of the item. Selected items will turn grey.

Interactions

Completed | InProgress  Recycle Bin

O - oo = oty | ooorme - 4
|Desk1@htwmads +441228506419 +441228506917 e D ‘
|nesk1@nmmads +441228506419 1571 e D ‘
|Desk1@htwmads +441228506419 1571 e D ‘
nesm@nmmads +441228506419 +441228506917 e D

e Click the Bulk Options icon in the top panel to open the Bulk Options window.

¢ Under Download Options click the Download Selected button.

Bulk Options

Selected Calls: 3 Clear Selected
Export Options

Download Options

& Download Selected

Recycle Bin Options

v | Audio

€ send Selected to Recycle Bin

Retain Selected

e You will have the option to either Save or Open the file

e If further calls are to be downloaded from an existing list, use the Clear Selected button
in the Bulk Options window to deselect the previously downloaded calls before closing
the Bulk Options window

As long as the original Interactions page is not refreshed, previously selected calls will show the
bottom left corner of the icon to the left of each recording in white and the Download cloud icon
will lighten in colour to signify calls that have been downloaded. This will help highlight where call
lists of greater than 20 calls are required to be downloaded in multiple transactions.

Interactions

Completed | InProgress  Recycle Bin

B - oo [= S e <[

Desk1@btwmads
Desk1@btwmads
Desk1@btwmads
Deski@btwmads
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Delete a Single Recorded Call

If a call recording is not needed, it can be sent to the recycle bin.

e Select a call from the Interactions page.

e Click View Details to open the Call Details window.
e Click the Recycle Media Options icon.

¢ Click Send Audio to Recycle Bin.

A record of the recording will however remain in the Completed Calls list which now includes a recycle icon
as an indication that it has been sent to the Recycle Bin.

@ Outbound Recorded Call

Admin@btwmads £200:00:19 fWed 2018-10-03 ©@03:32:23 PM

Details Recycle media options

E I I B

+44122{ Recycle media options 123
€ send Audio 10 Recyde Bin Related Calls
=4
=4
4
callhalf-4224961:0 =

2BCSFIF10C287250DC9A22766A7BFEAB

Delete Multiple Recorded Calls
If a number of call recordings are not needed, they can be sent in bulk to the Recycle Bin.

o Navigate to the Interactions page

e Select the calls you wish to delete by clicking in the corresponding option box to the left
of the item. Selected items will turn grey.

Interactions
Completed | InProgress  Recycle Bin
B @ Categories & SortBy:  Date/Time vl
|Desk|@hmmads 00:1018 3Tue 20190115 Q01:31:45PM +441228506419 +441228506917 e D ‘
| Desk1@btwmads 00:0027 3Tue 20190115 @01:23:08PM +441228506419 1571 e D ‘
|DeskI@hmmadS 00:00:55 E3Tue 2019-01-15 @01:19:53PM +441228506419 1571 Lo ) ‘
Desk1@btwmads 00:0004 E8Tue 20190115 @O1:15:35PM +441228506419 +441228506917 e D

e Click the Bulk Options icon in the top panel to open the Bulk Options window.
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e Under Recycle Bin Options click the Send Selected to Recycle Bin option.

Bulk Options

Selected Calls: 3 Clear Selected

Export Options

Download Options

& Download Selected

Recycle Bin Options

v Audio

€ send Selected to Recycle Bin

B Retain Selected

o If further calls are to be deleted from an existing list, use the Clear Selected button in
the Bulk Options window to deselect the previously deleted calls before closing the

Bulk Options window

As long as the original Interactions page is not refreshed, previously selected calls will show in the bottom
left corner of the icon to the left of each recording in white and the Playback icon will include a recycle
symbol to signify calls that have been moved to the Recycle Bin for deletion.

Interactions

Completed

B - oo [=]

InProgress  Recycle Bin

SortBy.  Date/Time

AR AR

?

vViviviv

Add Comments to Calls

e Select a call from the Interactions page

e Click View Details to open the Call Details window.
e Click the Edit link in the Comments section.

e Enter a comment.

e Click Save.

@ Outbound Recorded Call

Admin@btwmads B 00:0019 ) Wed 2018-1003 ©03:3223PM

»
Details Annatations
X s & O

+441228506401 123

Related Calls

Z

F4

callnalf-4224961:0 4

2BC5FIF10C267250DC9A22766ATBFEAR
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Call Categories

The ability to create categories for calls is beneficial to agents and managers because it allows them to
categorise calls into areas unique to their business (for example: geographic region or customer satisfaction).
You are then able to filter calls or run reports based upon these call categories.

Create Call Categories

From the Interactions page, click the Categories button in the top menu.

This will open the Categories window, which displays all available categories.
In the text box, enter a new category name.

Click the down arrow to the right and select a colour.

Click Save to add the new category to the list.

Interactions
Completed In Progress

a W Categories & :

Note: categories are specific to the User that created them. Other Users (including Admins) are not able to
see what category a user has assigned to a particular call.

Assign Categories to Calls

Category assignment of recorded calls is permitted after
the creation of categories. When assigning a category to a

call:

43

@ Outbound Recorded Call

Admin@btwmads 000019 9 Wed 2018-1003 @03:3223PM

Details Annotations

E o & O

Select a call from the Interactions page

+441228508401 123

Related Calls

Click View Details to open the Call Details window. -

Click the Edit link in the Category section.

Select the category from the drop-down list. ;
callhalf-4224951:0 4

Click Save.

2BCSFIF10C2B7250DC9AZ27EEATBREAS
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Call Classifications

Classifications allow the user to set access permissions on a call. Calls can be assigned a classification, and
cannot be accessed by users without explicit classification permissions.

Note: Classifications assigned to an Interaction CANNOT be removed.

Create Call Classifications

e Click the Admin tab on the side menu to open the Admin page.

o Select the Classifications option to open up the Classifications page.
e Existing Classifications are listed.

o Enter a new Classification name in the text box.

e Click Add.

e The new classification will be added to the list below.

Admin

Organization
Manage system Users, Subscribers, and Employees

Classifications

Restrict access to Interactions to Users with the spej c |aSSifi CatiO ns
IP Address Restriction
ResIriCt access [0 the system to machines with a sp Organisation Classifications IP Address Restriction Group Recording Policy

Group Recording Policy

i N AT o Classifications assigned to an Interaction cannot be removed.
Set the default Parent Recording Policy for the Orgd

= Add

X Accounts

Assign Classifications to Calls

e Select a call from the Interactions page [+¢] outbound Recarded call
Admin@btwmads £200:00:19 8 Wed 2013-10-03 @ 03:3223PM
e Click View Details to open the Call Details >
WindOW Details Annotations
. . e - o e 0
e Click the Edit link in the Classification
+441228506401 123
section. Related Calls
e Select the classification from the list o
e Click Save. .
callhalf-4224961:0 4
Note: Classifications assigned to an Interaction IBCETITIOCIST00CANIITRATEBAS

CANNOT be removed.
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Calls in Progress

The Calls in Progress screen displays all calls that are currently being recorded. From the Calls in Progress
screen you can monitor a call in progress allowing you to listen in on a call without the other call participants
hearing you. You are also able to save a recording “on the fly” from this screen if a particular Number has been
set as Do Not Record by the Group Administrator. And as with the Recorded Calls tab, you can add notes or
categorise calls in progress. In order to better manage this screen, all column headers can be sorted by clicking
on the applicable column header. Click once to sort the column in ascending order and click one more time to
sort the column in descending order. The following information is displayed on the Calls in Progress screen:

e User —the Number or description associated to the call
o Day — the day of the week that the call originated

e Date — the date the call originated

e Time —the time the call originated

e From Number — the originating number

e To Number — the terminating number

¢ Recording Status — will always show a green microphone symbol for active recorded
calls

e Monitor button — provides a monitoring button that corresponds the that particular call in
progress

e Save Recording button — identifies whether or not the call is to be saved when it is
complete. If all calls are set to be saved, the option box will appear disabled. If calls are
not set to be saved, the option box will be enabled and the user can save a call on the
fly by clicking in the option box while the call is still in progress.

¢ View Details button — where Comments, Categories and Classification can be assigned
to the call.

Calls In Progress

-

INTERACTIONS.

Completed | InProgress | Recycle Bin

& E Auto-refresh every 15seconds  * W Categories | Selecta Subscribe v

AL 145 Call(s) in Progress and 0 Audio file(s) moving

3175551026@bwas01.lab... BWed 20120418 ©023849PM & 13175551038 3175551026 n D>

[l

REPORTS 3175551014-§-bwaso1 Iab... BWed 20180418 ©023849PM & 13175551037 3175551024 oD
3175551023@bwas01.lab... 13175551036 3175551023 oD
3175551022@bwas01.lab... 13175551035 3175551022 o D>
3175551021@bwas01.lab... 13175551034 3175551021 oD
3175551020@bwas01.lab... 13175551033 omE D>
3175551ﬂ07-§-bwasm‘\ah‘.. 13175551032 317555100 nE D>
3175551006@bwas01.lab... 13175551031 3175551006 n D>
3175551005@bwas01.1ab... +13175551030 ﬂ )
3175551004@bwas01.lab... 13175551029 3175551004 m D>
3175551003@bwas01.lab... 13175551028 3175551003 n D>
3175551002@bwas01.lab... 13175551027 3175551002 n D>
3175551001@bWas01.lab... 13175551026 3175551001 m D
3175551026@bwas01.lab... 13175551015 3175551026 oD
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Record a Call in Progress

By default, all calls to and from a Number are recorded and saved. The Group Administrator does have the
option to override this default by applying the Do Not Record feature. For calls that aren’t set up to be saved,
you can, on a one-time-basis, save them on the fly by clicking the Save button while the call is in progress.

e Click in the Save icon to record this call only. It will not record all calls going forward for
this Number.

[<[€)[<]

Note: Pausing or resuming a recording will automatically create an annotation for the call.

Monitor a Call in Progress

Monitoring a call is easy and can occur at any point in the call. Monitoring is used in situations such as: training,
behaviour issues, or legal reasons. The other participants in the call are never aware that it is being monitored.

e Click on a call from the In-Progress screen.

e Click on the headset icon.

. s = ' 131758 555 T

Please be aware that there is a slight delay due to the signal reaching the GUI but it is only a slight delay (>1
sec). If monitoring calls is a permanent required business function, the customer should be using the ‘Call
Barge In’ feature and not the monitoring function within the Voice Recorder.
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Recycle Bin

The Recycle Bin is intended to be a "checks and balance" system when deleting recorded call files. When you
delete arecorded call file, it is placed into the Recycle Bin. The recorded call files in the Recycle Bin will remain
there until you permanently delete them from the application or until the System removes them as per normal
storage criteria. There will be times that you accidentally delete a recorded call file, or have deleted a recorded
call file that actually must remain in the Recorded Calls tab. In these instances, you are able to recover a
particular call or calls to the Completed calls tab as long as they have not been deleted from the Recycle Bin.

You also have the ability to download batches or multiple recorded calls as a zipped file from the Recycle Bin
tab. This is useful in instances where you need to send a batch of recorded calls to another person or want to
save them for future reference.

When it comes to deleting files permanently from the Recycle Bin, you have two options: delete selected files
or empty the Recycle Bin in its entirety. While the recorded call file (or recording) is deleted from the system,
a copy of the actual call detail record remains in the Recorded Calls tab but cannot be seen unless you have
the Show Calls without Recordings filter turned on. Since all calls with a recording count against your allocated
storage limit, it is good practice to empty your Recycle Bin from time-to-time. Before doing so, it would be
reasonable to verify that all calls in the Recycle Bin can be permanently deleted. Once they have been
deleted from the Recycle Bin, they can no longer be recovered.

Recover a Recorded Call

To recover deleted voice recordings, follow the steps below:

¢ Navigate to the Recycle Bin screen.

e Select one or more calls you wish to recover by clicking in the corresponding option box
to the left of the item. Selected items will turn grey.

e Click the Bulk Options icon in the top panel to open the Bulk Options window.

Recycle Bin

Completed n Progress Recydle Bin

Yeallnkﬂa@btwmads 00:01:15 @Wed 2018-10-03 @ 121624 PM +441228506402 02073340319 Q )

e Click the Retain Selected button.

Bulk Options

Selected Calls: 1

Export Options

A Export Selected & Export All

Recycle Bin Options

v Audio

€3 Send Selected to Recycle Bin

B)Retain Selected W5 Retain All
1 Delete Selected

e You will receive a confirmation message, click Continue.
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e Those file will then be displayed back in the Recorded Calls tab.

Delete Individual Recorded Calls - Permanently

To permanently delete an individual voice recording, follow the steps below:

o Navigate to the Recycle Bin screen.

e Click View Details to open the Call Details window.

e Select the Delete Media Options icon.

e Select Delete Audio (you will not be asked for further confirmation)

(#¢ J Outbound Recorded Call

YealinkT48@btwmads (=

Details AnnotafEEES

= & B@

+44122¢ Delete media options

Deletion of media files cannot be
undone.

i Delete Audio

callhalf-4185861:0

7B3A124FECT11F680962F7EOE76A0080

00:01:15 1§ Wed 2018-10-03 @ 12:16:24 PM

02073340319

Related Calls

=

4
4
4

Delete Multiple Recorded Calls - Permanently

To permanently delete multiple voice recordings, follow the steps below:

¢ Navigate to the Recycle Bin screen.

e Select one or more calls you wish to delete by clicking in the corresponding option box

to the left of the item. Selected items will turn grey.

e Click the Bulk Options icon in the top panel to open the Bulk Options window.

Recycle Bin

E

Completed

amEm -

Progress Recyde Bin

SortBy: Date/Time vl

Vealmkma@b:wmsus 0UOTS fWed 2012

003 © 1216:24PM

+441228506402 02073340319

e Click the Delete Selected button.

e You will receive a confirmation message, click Continue.

e Those file will be permanently deleted and can no longer be recovered.
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User Settings

In the top right of the browser window, click on username to reveal a drop down menu. Here the users can
download the Desktop Notifier and Archive Tool applications as well as access help pages.

To access the User Settings menu, select Options. Here the User can configure their time zone and set an
alternative default page when they login. They can also configure a CRM connection.

( Q) ‘\'?\. \Iw btw_ma_ds_s1-15332070561

User Settings Desktop Notifier
Archive Tool
Time Zone: (GMT) Greenwich Mean Time (Dublin, Edinburgh, Lisbon, Lenden)  Options o
Default Page: Dashboard Help
Calls In Progress: Show Completed Cals for 8 seconds

Auto-refresh every 15 seconds

# CRM Connection

Manage CRM Connection
e From the User Setting screen, click CRM Connection
e Select a CRM provider (Salesforce or SugarCRM)
e Enter the Username
e Enter the Password

e C(Click Save

CRM Connection

Provider: | SalesForce v

User Name:

Password:

Save
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Searching

The Search feature allows you to search any part of the call record (Number, Duration, Time, Comments,
etc.) on the Recorded Calls screen in order to find a specific call record. For example: if there are 10 pages
of recorded call files on the Recorded Calls screen and you need to find a specific call record that you know
has a comment associated with it that has the word test in it, you can search for that word to find that call
record.

Search Call Records

o Type the desired search term in the Search Interactions field in the upper right of the
screen.

e Click Enter.

e The Interactions page will be opened, displaying all call records with the search word(s).

(" yealink a) (?) (L) bowma ds s1-15332070561..

Interactions

W Categories SortBy: | DatefTime LER:
\’eahmﬂa@b(wn‘.adi 43:18 AM +441228506402 6401 LB )
"‘ea\u1><T4E@hw.-mat\z 00,00 Wed S AN From: +44122B506402 7o 6401 e >
\’eahanE@h(wn\.ddz 000002 $iWed 20180808 © 1036:01 AM +441228506402 6401 LV - 2 2

Alerts

Alerts can be created based on specific call conditions. When those conditions are met, you will be notified
either on screen using the Desktop Notifier application or via email with the pertinent details; so that you can
address any issues or make any necessary changes to current policies or procedures.

Navigate to the Alerts tab via the left menu of the Home Page Dashboard to view to display a list of alerts that
have occurred. You have the ability to clear alert(s) by clicking the Dismiss button.

e Click Manage Alerts to display existing Alert Definitions.

Alerts
LRIV & Manage Alerts @ Dismiss All
Name ( Q) (?) (&) bw_ma_ds s1-15332070561
N RO

Alert Definitions

=
Name
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Create a New Alert
e Nauvigate to the Alert Definitions page.
e Click the New button
e Complete the form with an alert Name, Description, Filter Options and Action etc.

e Click Save.

( Q) (?) (&) obww.madss1-15332070561

New Alert Definition

Informatien

Name Description
EventType  Callinitiated

Enabled v

Filter Options

From Number  Equal To v Days toRecord  Alert on any day

Note: Alerts will be temporarily disabled if they begin to cause excessive logging/emailing resulting in possible
network congestion. In such cases, an email will be sent to the owner of the alert.

Disable an Alert

The obvious reason that an alert is disabled is that it is no longer being used. Another less obvious reason, an
alert is temporarily disabled by an Administrator because it was causing too many emails to be sent out,
potentially causing congestion on the email server. Since alerts can be reused, they should not always be
deleted. If an alert was temporarily inactivated because too many emails were being generated, the alert
should be edited before it is reactivated.

¢ Nauvigate to the Alert Definitions page.
e Click on an Alert to see the expanded view. By default alerts are set to Active.

e Click the Active/lnactive status button to toggle status.

Alert Definitions

.
Name @
4 >

Event Type

Call Initiated

From Number
[Starts With] 0191

Time Zone

(GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London
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Delete an Alert

¢ Navigate to the Alert Definitions page.
e Click the Delete button.

Alert Definitions

¢ m

Name @
>
Event Type
Call Initiated

From Number

[Starts With] 0191

Time Zone

(GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London

Reports
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Navigate to the Reports tab via the left menu of the Home Page Dashboard.

)

INTERACTIONS

JAY

[shal

REPORTS

'(-

ADMIN

Recorded Call Reports

Call Handler Activity

Lists the call handlers in the system and a summary of the calls they
have made.

Calling Locations
Lists the total calls by each location as determined by the NPA/NXX.

Calls By Category

Lists the categories in the system and a summary of the calls that
nave been assigned to each.

Daily Usage

Lists a count and duration summary of calls by day.

Hourly Usage

Lists a count and duration summary of calls by hour.

Frequent Callers
Lists the inbound callers in order of frequency.

Y ’/'7‘\‘ 7 ™
a) (2) (L) bw.ma dss1-15332070561..
I\

Organisation Reports

Unused Numbers

Lists the numbers that have been added as subscribers and a link to
view and edit the detalls associated with them

User Details

Provides a list of users in the system, and a summary of their
properties and the restricted system items to which they have access.

There are eight reports included in the application that assist the user with administration activities. The reports
identify information that can be found on the Dashboard, or Interactions tabs, but in more detail. Reports can
be exported and saved to your own PC. Additionally, you can filter on information in the reports such as
number, date, and time.

‘::I btw_ma_ds_s1-15332070561
urrent Filter: Default
Q o ,.1 &ar B TYrier €sitemsy @ @ X
INTERACTIONS

Daily Usage
Date A Calls Average Duration Minimum Duration Maximum Duration
2018-09-04 9 00:00:17 00:00:02 00:02:07
2018-09-05 0 00:00:00 00:00:00 00:00:00

REPORTS 2018-09-06 46 00:00:31 00:00:04 00:02:16
2018-09-07 0 00:00:00 00:00:00 00:00:00

f 2018-09-08 0 00:00:00 00:00:00 00:00:00

R 2018-09-09 o 00:00:00 00:00-00 00:00:00
2018-09-10 0 00:00:00 00:00:00 00:00:00
2018-09-11 0 00:00:00 00:00:00 00:00:00
2018-09-12 2 00:00:26 00:00:13 00:00:39
2018-09-13 9 00:00:50 00:00:25 00:01:22
2018-09-14 0 00:00:00 00:00:00 00:00:00
2018-09-15 o 00:00:00 00:00-00 00:00:00
2018-09-16 0 00:00:00 00:00:00 00:00-00
2018-09-17 0 00:00:00 00:00:00 00:00:00

Modules
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The Modules section gives access to the Archiving and Scheduler Tool. There are currently two supported
versions of Archiving software for Call Recordings, the original tools, now called the Legacy Archive Tools
and the new integrated version called the Archive Scheduler. Both are described below.
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Archive Tool Guide

With the upgrade to 5.1 there are now two different Archive Tools supported. The original versions
introduced in release 5.0 and earlier are now called the Legacy Archive Tool. These tools are still currently
supported but a new tool for release 5.1 called the Archive Scheduler is now introduced. The Archive
Scheduler should be the tool to use going forward as the legacy one will eventually be turned off, both are
described below.

Archive Scheduler Tool

The Archive Scheduler is new for release 5.1 and is a complete rework of the way that recordings can be
downloaded in bulk as part of an archiving utility. This new tool supports single sign-on facilities for
administrator users and no longer requires a dedicated Archive User account. While it still requires the
initial download of a tool installation file before first use, the operation of the archive facility is integrated
into the Modules section of the Home screen dashboard. Access to the dashboard is from the Business
portal is unchanged but only Admin users in the Business Portal will have access to the Modules section
and Archive Scheduler.

Download and Installation

Once logged into the Home screen Dashboard page, the Archive Scheduler tool can be downloaded from
the Client Tools Download page, this is accessed by clicking on the small down arrow under the user
name section of the home page and selecting Client Tools.

&« c @ @ & nhttps;/fvr-ipcomms-moda.bt.com/CallRecorder/settings/clienttools B -« Q% a N @O =

L3 Most Visited @ Getting Started @) VRProd ) VRModel A ) VRModelB G Google @ Google Analytics [ vRealize Operations M.. @) 12 Tepdump Comma...

s ™\ TN s
L Q) (?) '_1_1 btw_ma_ds_s1-15332070561_.
- J NS\

Client Tools

Client Tool Downloads

Options Og

)

INTERACTIONS
Archive Scheduler Help (2]
: Download a local computer service allowing you to schedule downloads of media files to a local computer archive.

ALERTS Legacy Archive Tool
Download a client application allowing you to download media files to a local computer archive

il Desktop Notifier

REPORTS Download a client application which notifies you when an Alert triggers.

Q

MODULES

Once the download to a folder on the local Windows PC has completed, find the ClientServiceSetup.exe
file (usually in the Downloads folder), right mouse click and Run as Administrator to begin the installation.
If prompted allow the Installer to make changes.
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The Installer will start, click Install to continue

ClientService v5-1-0

ClientService v5-1-0

Welcome to ClientSenvice v5-1-0 setup.

The Installer will show progress bars as the tool is installed; the client installer will report when the
process is complete. At this stage, even if not prompted it is recommended to restart the PC to ensure
correct installation.

Running Archive Scheduler Tool

Click the Modules icon in the Main Menu Bar and select the Archive Scheduler Tool. You will see a
waiting icon as the tool loads.

™ TN S
) (2) (L) btw_ma_ds_s1-15332070561..
JAANCIRRE. D

»,
INTERACTIONS Archiving

Q Archive Scheduler

Manage a local computer service allowing you to schedule downloads of media files to a local computer archive

If for some reason the application cannot be found then the follow screen may be seen, the tool can be
downloaded from here if it hasn’t already been downloaded from the Client Tools pages. Perform the
install as detailed in the previous section of this guide before going any further.
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Archive Scheduler

An Archive Scheduler could not be found on your local computer. If you want to use this feature, please download and install the Archive Scheduler Installer. If you are
sure the Archive Scheduler is already installed and you continue receiving this message, contact technical support.

& Download Archive Scheduler Installer for Microsoft Windows

The Archive Scheduler interface will load and for first use a Storage Folder Path will need to be allocated.

Archive Scheduler

Connected &¥

Storage Folder Path: C\Archive_Tool\
Instance Name: LAPTOP-5T5)5H5M

Edit

This can be changed at a later date but the Scheduler will not run without a storage allocation set, clicking
the Edit button will allow a storage path to be defined. The tool will only work with network access into the
call recording solution, if there are any connectivity issues the Connected line will be Failed and selecting
the tools icon next to it will display the tool details and the item that is not working correctly. Without API
access into the network the scheduler tool will not run.

It will now be possible to enter a Scheduled Task by clicking the New button. In the example below a
scheduled task called Schedule_1 is already created but on first use this section of the tool will be empty.

Archive Scheduler

Connected %

Storage Folder Path: CMArchive Tool\

Instance Name; LAPTOP-5T5J5H5M

Scheduled Tasks

[@ Schedule_1 vl D

(O Show Completed

The edit task pane will open, give the task a name (this will be used to store the files under the Storage
Folder Path set earlier). If you want to create a task that will repeat at regular intervals then the option to
choose the Month, Weeks, Days and Hours of the repeat task are all selectable from this panel. If you
create a repeating task like this, then the tool will mark all calls downloaded as Archived in the database.
This means that if the repeat overlaps the number of days option (default is 30) then multiple copies of the
same recording will not occur.

The Number of Days is configurable and defines how many complete days back from the time the task runs
the tool will check for new recordings to download.
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The show Advanced Options option allows the task to be set to run against a subset or single user (the
default is all users at a site) and also to organise the files downloaded in either Date (default) or Subscriber
order folders.

The task can be saved as it is, to be enabled to run at a suitable time again by editing the task in the
Scheduled Task panel (by clicking on the task name) or if the task is to be enabled make sure the enabled
option is ticked.

Edit Task X
Name
Enabled:
visible: 7
Time Zone: GMT Standard Time
Repeat on a Schedule: '
BIEREE Every Month [
Weeks: Every Week (&
Days: Every Day (&

Hours:
Clear All Select All

oo o 0z 03 04 05
v v
06 07 08 09 10 M

L4 L4 L4 L4 L4
12 13 14 15 16 17

v v v v v v
18 19 20 21 22 23

Number of Days: 30

Save Meta Information:
Save Media Files '

~ Show Advanced Options

Note, for a scheduled task, the date and time to run repeat cycles can only be detailed down to the hour in
the edit task panel. The minutes past the hour that the task will start running cannot be configured directly
and will be set to match the minutes past the hour that the task was last saved.

So if you want the task to run at a specific time (i.e. 5 minutes past the hour) then create the task but do
not enable the task when you save it. Then, wait until the current time is approaching 5 minutes past the
hour, select the task name in the Scheduled Tasks and edit the task, click enabled and save the task. The
task Run History will then show the next time the task will run.

In the example below, Task Schedule 1 last ran at 16:37 on 26" November but was edited at 17:20 and
saved again. The next scheduled run time is now amended to run at 20 minutes past the hour (it's an hourly
task) so care must be taken when saving and edit tasks if the time it runs is critical for your operations.

58



HV.SELECT APPLICATION USER GUIDE - VOICE RECORDING V 6.0

Archive Scheduler

Scheduled Tasks
(& schedule_1

(O show Completed
Task Run History &
2019-11-26 17:20:00

2019-11-26 16:37:26

Storage Folder Path: C\Archive_Tool\

Instance Mame: LAPTOP-5T5/5H5M

Task 'Schedule_1'"is scheduled.

Task 'Schedule_1' completed.

Connected &

Tasks can also be created that run immediately, this will only run once and will not show in the Scheduled
Tasks panel unless the Show Completed option is ticked. These immediate type tasks cannot be modified
once run so if a repeated immediate task is required the details will need to be created each time the task

is required to run.

To create an immediate task, click the New task button and remove the tick from the Repeat on a Schedule
option. Name the task to identify the files when downloaded and the options to filter calls or by a date range
can be used to filter the calls for download.

The Advanced option has the same options to select a user or range of users (default is set to all) and also
to organise the downloaded files by Date or User order. It also has tick boxes to control what calls are

downloaded.

Include Call Audio:

Subscribers:

Organize by:

Mark Downloaded Items for
Deletion

Mark Downloaded Items as
Archived

Download Items Marked as
Archived

~ Hide Advanced Options

bd

All Subscribers (&

Date ¥

x Cancel Save

It is possible to mark calls that have been downloaded to be deleted, the calls will be moved to the Recycle
Bin (not deleted immediately) but will be deleted permanently when the schedule runs to empty the Recycle

Bin.
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It is also possible to mark or not mark downloaded calls as archived. This allows multiple downloads of the
same call to be made if the tick is removed. It is a good option to pick when testing the tool function when
you want to create another task that perhaps repeats.

It is also possible to download calls that have already been archived before. As soon as the task is saved
with the enabled setting ticked the task will begin to run

To view the history of any task, clicking on the 2 icon next to it will show a complete history of the task. It

will show success and error responses and will list the individual call files that were downloaded by the
task.

Files & Folders

In the captures below, the Storage Folder Path in the Archive Scheduler is set to C:\Archive_Tool\

B o
Home Share View
«— v T > This PC » Windows (C) » Archive_Tool
el
Name Date modified Type Size
s+ Quick access
1_Trial_5 26/11/2019 08:43 File folder
P Desktop - o
2_Trial _10 26/11/2019 08:53 File folder
¥ Downloads R . B
4 Schedule_1 26/11/2019 14:37 File folder
% Documents 5_Trial_30 26/11/2019 09:53 File folder
= Pictures 6_Trial_60 26/11/2019 12:18 File folder

_+ Google Drive

You can see that each task that is created has a separate top level folder with the task reference number
preceding the task name that was used when the task was created. Under each of these task folders will
be the archive files and folders. This first selection is for a task where the ‘Organise by:’ option was set to
the default Date setting.

You can see that each day in the sample period has an individual folder, with sub folders corresponding
hour periods where calls are found for all users combined. There will be mp3 recording files and a JSON
file for each call with the saved metadata for that call.

In the next example, the ‘Organise by:’ option was set to Users

| K o
Home Share View

« v T » This PC > Windows (C) > Archive_Tool » 5_Trial_30
~
Name Date modified Type Size
#F Quick access

3 Deskiop ACME_UC@btwmads 26/11/2019 09:54 File folder

Admin@btwmads 26/11/2019 09:54 File folder
¥ Downloads ~ . _

App5@btwmads 26/11/2019 09:53 File folder
% Documents UC@btwmads 26/11/2019 09:53 File folder
&=l Pictures UConnect@btwmads 26/11/2019 09:53 File folder
4 Google Drive YealinkT23@btwmads 26/11/2019 09:54 File folder
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In this case, each user selected in the task (it could be all, some or one user) has their own top level

folder under the task name folder. Each user folder will then have a date subfolder with hourly subfolders

below that where the call recordings and metadata files will be stored.

| @ o
Home Share View

—

v > This > Windows (C:) » Archive_Tool > 1_Trial_
This PC Wind (C Archive_Tool 1_Trial_5
Mame Date modified Type Size

3 Quick access
B8 Desktop 20191121 26/11/2019 08:44 File folder

20191122 26/11/2019 08:44 File folder
¥ Downloads ) o )

20191125 26/11/2019 08:44 File folder

5| Documents
&= Pictures

& Google Drive

Notes about Archive Scheduler
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The Archive Scheduler Service runs as a Windows Service background application on a User’s
local Windows workstation.

The Archive Scheduler Service has a localhost address on http://localhost:[PORT]/. It may use
one of five port numbers, 9218, 9225, 9232, 9239, or 9246. These port numbers should be
allowed for use by the Archive Scheduler Service in the User’s local computer’s firewall settings.

The Archive Scheduler Service will communicate with the Call Recording website via APIs. The
User’s local Windows workstation must have access to the Call Recording website to function.

The Archive Scheduler Service will restart and continue normal Scheduled Tasks in cases of
system reboots and power failures. NOTE: Tasks scheduled during times when the system power
is off will not run and, once the system is back online, will not run for any previous times
scheduled within the power outage window.

The Archive Scheduler Service (ClientService) may be accessed from your computer’s Windows
Services Snap In dialog. Users familiar with this dialog will know how to Start, Stop, Restart, and
Uninstall Services.

The Archive Scheduler service does not manage a User’s Windows workstation drive storage. If
the workstation runs out of storage space, the service will have errors and media may not be
archived. It is necessary for the User to provision enough drive space to handle the expected
storage requirements.

An API Key is given to the User configuring the service. A single Call recording User cannot have
more than one instance of the Archive Scheduler configured to run. If a User configures the
Archive Scheduler on a workstation, any other workstations previously configured by that User
will not be able to archive media.

The Archive Scheduler does not secure media files downloaded to a workstation’s Storage Folder
Path. It is the User’s responsibility to secure files located in the Storage Folder Path in order to
prevent files being lost or stolen.

Multiple Users may configure the Archive Scheduler on the same workstation. However, care
should be taken that Users do not download files to a Storage Folder Path which any other User
can access. Users are responsible for securing their Storage Folder Path in order to prevent files
being lost or stolen.
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Legacy Archive Tools

Please note some of these images are taken from the previous 4.8 version and may look slightly different on
the 5.0 version, however the steps described below are still correct.

This document describes the applications that perform the task of archiving SmartRecord audio and video
recordings to ISO images. The content of these images is accessible via the Viewer. The Viewer allows you a
way to search for content as well as playback the available audio and/or video file. For safe keeping, these
image files may be burned to CD/DVD at the convenience of the user.

Two options are provided for archiving files: a command line application, SRIPArchiveClientConsole.exe,
and a window form application, SRIPArchiveClientForm.exe. The user provides information that these
applications use to query the database for records that fit the given search criteria. The search is based on
date range and user authorization. With SRIPArchiveClientForm, the date range is fixed; with

SRIPArchiveClientConsole, it can be either fixed or rolling. Fixed date is simply a search for recordings that
fall between the given start/end date. Rolling date is a dynamic date calculation driven by the content of the
lastnDays parameter; this is important for creating scheduled archive tasks and will be discussed later.

The data retrieval between the client applications and the provider web servers is performed via web
services.
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Access to the Archive Tool

In order to access the archive tool, you will need a username and Password. To request this please follow
the procedure outlined below:

o Raise a P4 Fault Ticket to your supporting technical team.
o Title the ticket as ‘Voice Recording Archive Tool’

o Within the ticket please provide:

o Company Name (name of the Company that requires access to the tool, as built on Business
Zone)
o Company Email address (this is where the Username and password emails will be sent)

Our back office team will then process this request. Once completed the named emailed contact will receive
2 emails for the archive tool, one with the Username and one with the password.

Archive to ISO Image - Win Form

The GUI provides the easiest way to create an ISO image. Images can be created by simply entering the
required search data and clicking a button. Once the request has been filled, the winform saves your selections;
when you open the tool the next time, everything except your password will be restored. The winform also
includes an ISO Viewer that gives you access to the content downloaded. The winform application consists of
4 sections: Parameters, Configuration, Viewer and Documentation.

Parameters

- Archive to IS0 Image

Time Zone: [[EL

| Parameters | Configuration | Viewer | Documentation |

Autherticate
User Mame: Dawnload
Password:
Search Criteria
Start Date: Wednesday, October 10,2012 E~ 1:08:00 PM =
End Date: Wednesday, October 10, 2012 E~ 1:15:5%FPM =
[] Archive onty corterts of recycle bin {admins only and dates not applied)
[¥] Include archived calls
Image Details
Cutput Directory: _I50Image is
Volume MName:
Media: @ CD {max TOOMB) ) DVD {max 45GB) () DVD-DL (max 2 5GE)
— [ Copy Status |
i Create
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Parameter Page Control Definitions:

Time Zone - This is the timezone you wish the search to be based on, e.g. “search for
calls that were made from 8-5, EST”

User Name - Authorized user

Password - User password

Start Date - Date to begin search, includes start time

End Date - Date to end search, includes end time- Date range limited to max 90 days.

Archive Recycle Bin - When checked, only calls in recycle bin will be archived; the date
option is ignored and disabled

Include Archived Calls - When checked, downloaded records will include calls that have
been previously archived

Output Directory - The directory where the completed I1SO file will be stored in; note that
the file name will be created automatically using the following format: o
username_yyyy _mm_ddThhmmss_[custom name].iso

Volume Name - The name that will be seen when the image is opened on a CD/DVD
drive.

Media - Output type; choose between CD, DVD and DVD-DL formats

Configuration

-

Archive to ISO Image

Time Zone:  {GMT) Greernwich Mean Time : Dublin. Edinburgh, Lisbon, London

Settings

e.g. htfpdocathost-CaliRecorder”

Call Recording URL:  https://192.168.31.16 1V callrecorder/

e.g. C-\CompanyVame \Location | UserMame \RecondedCallRies |

150 Directory Layout:  g:\Temp"lS0 Files*RecordedCallFiles" TempFilesF.

e.q. [50image s can be empty)
Custom File Name:  150Image

Options

[¥] Do not download video files
[] Do net create 150 image file
[¥] Do net update archive database tables

[] Do not delste downloaded work files Number of CPUs 14

Download this number of files concumrently: |7 2 Number of connections |12 |2

Status
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Voice Recording URL - The location of the archive web service; typically the service
provider address

ISO Directory Layout - Describes the directory structure that will be applied to the ISO
image - note that this directory description is also be used as the work directory for
storing the audio\video files during processing

Custom File Name - This is an optional value that will be added to the ISO filename
created by the application.

Do not download video files - Select this to ignore downloading video files
Do not create ISO image file - Select this to ignore creating an ISO image

Do not update archive database tables - Select this to ignore updating the service
provider system database; always choose this when are testing

Do not delete downloaded work files - Select this to ignore deleting files downloaded
in work directory

Download this number of files concurrently - The number of files to download
concurrently

Number of CPUs - The number of CPUs on the local computer

Number of connections - The number of concurrent connections to the web server

Here is an example of an ISO whose volume name is CHICAGO and the image directory layout is
CTIGROUP\Chicago\Download\RecordedCallFiles

7 X:\CTI GROUP\C hicagoWDownload\Recor de dCallFiles o
File Edit ‘Wiew Favorites Tools  Help ,“f’
() Back ~ ;4 Search Folders > 9 @

Address |2 $CTT GROUPYChicagol Download' R ecordedCallFiles w a GO

Folders = Mame Size | Type Diate Madified Diate Created

(B} pesktop E} 0_Index.csv S5KB CS¥File 10f26/2012 12...  10f26f2012 12:

# [} My Documents & Z01Z21017120224-013023756275-01 73331 3731 405644456, ., 673 KB MP3 Format Sound 10f26/2012 12..,  10f26(2012 12:
= _é My Computer &' 20121017 120246-01302375285-0163536555 1 405664456, ., 641 KB MP3 Format Sound 10f26/2012 12... 10f26(2012 12:
+ }1 314 Floppy (4 &' 20121017120354-01302378320-00497940801 7-405695-45. ., Z7F0KE  MP3 Format Sound 10f26/2012 12... 10f26/201Z 12:
# < Local Disk (C1) ] 201210 7L 20A05-11 302 37R2 T2 -T2RII7 4080540577 1456, 360 KE  MP3 Format Sound 10j26/2012 12...  10f262012 12:
+ ‘5 D Drive [D1) (& 20121017120643-01302378284-01 257793444-405730-456. ., 421 KB MP3 Format Sound 10f26/2012 12...  10f26(2012 12:
F “e® Local Disk 2 (E:) & 201210171 20645-01302378289-01 9556041 23-405792-456, ., 332KE  MP3 Format Sound 10f26/2012 12..,  10f26(2012 12:
= il CHICAGO () & 201210171 20753-01302378320-004961 421 7250-405539-4, ., 11 KB MP3 Format Sound 10f26/2012 12..,  10f26(2012 12:
= |2 CTIGROUR (& 20121017120945-01302376209-01 1 79064430-405892-456. ., 277KB  MP3 Format Sound 10f26/2012 12..,  10f26(2012 12:
=l I7) Chicago & 20121017120956-01302375287-0033254 3427 99-405897-4, ., 88 KB MP3 Format Sound 10f26/2012 12..,  10f26(2012 12:
= | Download & 2012101712101 7-013023756285-01 792792092-405914-456., ., 261 KB MP3 Format Sound 10f26/2012 12... 10f26(2012 12:
) RecordedCallFiles & 20121017121023-01302378320-00496021451 190-405916-, ., 449 KB MP3 Format Sound 10f26/2012 12.., 10f26/201Z 12:
+ 3 c$ on 'Dev Studio 2008 Build Machine (in-2kE-sbbuild3) (1) (& 20121017121040-01302378287-0033475452526-405926-4. . &4 KB MP3 Format Sound 10026/2012 12...  10{26(2012 12:
* 2% chared Folders on “vmware-host' (Z:)
= Dr' Contral Panel
+ |2} Shared Documents
* |2y Administrator's Documents
# %4 My Metwork Places
2 Recycle Bin
< 2|
13 ohjects (Disk free space: 0 bytes) 3.78 MB 4 My Computer
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Viewer

-

E_J Archive to IS0 Image

Time Zone: l'h Gremwi - i Eir1|.|r. on. Lonc-n N
| Parameters Cnnﬁgumtionl Viewer |Domrnantatior1
150 File
Input: G\ Temp*lS0 Files'\CustomertISO Files\Download_2012_10_29T145229_6_IS0Imag | Browse... | | Load
Contents for HIPCOM
M 4|1 of 1801 | b b| | Search: Recorded Call  + For
-
Recoded Cal  Number oD e | e | D Durstic| |
3 n2D121D25D?514... +441302378 .. | 2012-10-25T08:5... |0130... | Jacque... |D03S.. 139
[ 2012102507501... |+441302378... | 2012-10-25T08:5... |0130... |Chris L... |0D49... 157
[ 2012102507530... |+441302378... | 2012-10-25T08:5... |0130... |Carclin... |0033... 23
]| 2012102507514... |+441302378... | 2012-10-25T08:5... | 0130... |Lisa Sc... | 0049... 188
]| 2012102507540... |+441302378... | 2012-10-25T08:5... | 0130... | Sumaiy... |0D41... 73
| 2012102507552, [+441302378... | 2012-10-25T08:5... |0130... |Mobara... |0033... 13
[ 2012102507521, [+441302378. . [2012-10-25T08:5... |0130... |Oana A... | D033... 167
[ 2012102507550, (+441302378 . | 2012-10-25T08:5... |0130... |Carolin... |0D033... 226
1| 2012102507571, [+441302378 . | 2012-10-25T08:5... |0130... |Jo Lane |0179.. 2
[ 2012102507560, [+441302378. . | 2012-10-25T08:5... |0130... |Mobara... |0033... 143+
4 1 | 2

Status

Grid Successfully read index file: G:\Temp IS0 Files\Customer\ISO Files\Cache\6_Index.csv
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Audio Link

-
| Archive to I50 Image
Time Zone:
Parameters Conﬁguvation| Wiewer |Documentation
1SC File
Input: M Temp*JSO Fles'Customert S0 Fles‘\smarrecord_2011_04_18T180545_a_\ideo iso Browse. .. | | Load
Contents for Chicago
4 4 |3 of 18 | b B | Search: Recorded Call + For
Bxtension |D Call Direction B?;DE;L?LDOMP Video F i
v |ac4ze0t4. SRR Bl
Teeefbdd-71974... |1 ismith @ctigroup .com-20110415-143752-747 orf 74
Teesf6dd-7197-4... || . | ismith @ctigroup com-20110415-144610-748 sif -?ﬂ
.?eeefﬁdd—ﬂ 97-4... |l l jsmith @ctigroup com-20110415-151552-750.arf .?EEE
| c6e00d68-d957-... _.I 1 _l "—‘I
cBeDdEEdIT-.. | _ E
aaf6143260114... |Q ' . El=
.c:BeE-I}cIEE»dBB?—... I l .—‘I
|3af6143260114... -.O "—‘I
aaf6143260114.. |0 -1
FeDRRASRT. |1 I =
1] n 3
Status
Grid Successfully read index file: G:\TemplSO Files'CustomersIS0 Fles'Cache'D_Index.csv - I:'
—

Video Link

Double-click a hyperlink item in the viewer to playback the content. Viewer Page Control Definitions.
e Input - This is the location of the ISO file (created by this tool) that you wish to view.
When you create an  ISO, the last one created will be rendered in Viewer.
e Load - Select this to manually load an ISO in the viewer.
e Search - Select the field you wish to search

e For - Enter the data you wish to find
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Documentation

“ | Archive to 150 Image E\ o)

Archive to ISO Image - Overview =

This document describes the applications that are provided for archiving SmartRecord call
recordings to ISO images. These image files may be burned to CD/DVD at the convenience of the user.

Create the ISO Image.

Two options are provided for archiving files: the command line application,
SRIPArchiveClientConsole.exe, or the window form application, SRIPArchiveClientForm. exe.
The user/tenant provides information that allows these applications to query the database for records that
fit the given search criteria. The search is based on date range. From SRIPArchiveClientForm, the
date range is fixed; from SRIPArchiveClientConsole, it can be either fixed or rolling. Fixed date is
simply a search for recordings that fall between the given start/end date. Rolling date is a driven by the
content of the lastnDays parameter.

The database access is based on the connection string used by the UX application. This
interaction is performed via web services - (ArchiveWS.asmx).

Archive to ISO Image - Console.

Status
o [[Copy s |

The documentation tab renders the content you are reading now.

Perform Several Test Runs First

Try the following initially to help you get familiar with the process:

e Set search criteria to some brief period of time, say 10 minutes, e.g. 2012-10-10-
0800hrs 2012-10-10- 0810hrs

e Set configuration options:

o Select “Do not update archive database tables” - you are just running tests
o Play with “Download this number of files concurrently”

e Click Create
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Winform Known Issues

Here are several items that can happen and what actions you can take.

Server timeout during download - this is an issue that is out of our control but we have noticed this may happen
during times when the service provider is performing maintenance on their system. When timeout occurs you
will see this message: “ARC file download (audio) timed out; ending session. File download timed out - please
retry later...”

Downloaded less files than expected - if this happens you will be see this message listing.

The file(s) and the action to take:

a. ‘“File:c:\CTIGROUP\Chicago\Download\RecordedCallFiles\2012101709533101302378295-
00353449395721-399648-4554046.mp3 was not found in ISO package content list...”

b. “Downloaded 1 less file(s) than expected; you can perform another search attempt using the
datetime shown in the first 14 characters of the file name(s).”

Download encountered a transport problem that creates file(s) that can't be used or removed; this problem will
require that the ARC application be closed and reopened. Prior to exiting, note the datetime information found
in the first 14 characters - use this information to set the search criteria to filter the search to the records that
failed. Here is the error message:

"File:c:\CTIGROUP\Chicago\Download\RecordedCallFiles\2012101709533101302378295-
00353449395721-399648-4554046. mp3 did not download successfully; close application and retry later..."

Download Speed - This is an important but misunderstood part of the download process. Here are some things
to consider:

e Your internet speed

e Internet traffic on your network

¢ Internet connection speed of the site you are downloading from

o What your computer is doing at the time you’re downloading.

o What the remote computer is doing at the time you’re downloading

e How many others are trying to download at the same time

As an example if your internet connection speed is 6MB download and you are trying to download 48MB,
but the remote site has an upload speed of 1MB, your effective download speed is at best 1MB assuming
no other user of the download source is downloading at the same time.

e Test your download/upload speed: <http://www.speedtest.net/>
e MFile Download Calculators:

<http://www.numion.com/Calculators/Time.htm|>
<http://martindalecenter.com/AATimeCalc.html>

Archive to ISO Image - Console
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The console application is primarily intended for use as a scheduled task; outside of that scenario, there is no
true utility for using the console application. Later in this document we will explain how to create a scheduled
task. Prior to running the console application, several configuration values must be set. First, open this file:

\CTI Group\ArchiveClientTools\v1-0-0\SRIPArchiveClientConsole.exe.config
Look for the following keys:

e <add key="ARCURL" value="https://ValidDomainNameRequiredHere/CallRecorder/" />

e <add key="ISODirectoryLayout" value="C:\Temp\RecordedCallFiles\ISO\TempFilesC\"
/>

e <add key="TimeZone" value="(GMT-05:00) Eastern Time (US &amp; Canada)" />
ARCURL - This is the location of the provider web server. It should be the SmartRecord URL.

The files will be retrieved from this server. By default the scheme is “https”, change if necessary. Replace
“ValidDomainNameRequiredHere” with the correct domain name.

ISODirectoryLayout - This is the layout that will be applied to the ISO image so be sure to update this to the
value you want. This will also be used as the download work directory! Suggest providing something like
“C:\CompanyName\Location\UserName\Backups”.

TIMEZONE - This is the timezone you wish the search to be based on, e.g. “search for calls that were made
from 8-5, EST". To find the correct timezone name to use, enter the following:

SRIPArchiveClientConsole /tz >> TimeZoneList.txt
This command will output a list of the available timezones - just open TimeZoneList.txt.

Once the configuration file has been saved the console application is ready to use:

e C:WWINDOWSAspstem3Z2hiemd exe

B
GC:xDevelopment~SmartRecord~SR2ZEP2src " 5RIPArchiveClientConsole~bin~Debug>SRIPArcil
hiveClientConsole ~sstartDate:2007-2-17 sendDate:20072-2-17 ~svolumeMName:Chicago i
mageOutputDirectory:"CixDevelopment~I80 Files" /isAdmin:true AuserMame: jcs ~pass
vord:secret

Start application by entering the program name and setting the desired keyword parameters:

SRIPArchiveClientConsole:
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e An application that provides a means for archiving
e SmartRecord IP recorded calls into an ISO image.

Usage: SRIPArchiveClientConsole /startDate:2009-2-17 [other options]

/startDate:yyyy-mm-dd

e select files created on or after this date
e -required if lastnDays setto 0

/endDate:yyyy-mm-dd

e select files created before or on this date
e -required if lastnDays set to O

/lastnDays:0

e select files that were created during the last "n" days. Default 0.
/userName:tenant name

e -required
/password:tenant password
-required
lisAdmin:false
If the user is a tenant admin, set this value to "true". Default false
larchiveRecyleBin:false

e Ifflag set to true, all calls in recycle bin will be archived - doesn’t filter on date. Default false

lincludeArchivedCalls:false

e Set to true to search for calls that has been archived. Default false

/lupdateArchiveDbTables:true

e Set to false to ignore updating ARC database tables. Default true

IvolumeName:

e Specifies name for the ISO image.
e -required

limageOutputDirectory:"C:\CompanyName\Location\UserName\lmageFolder"

e Specifies the directory to write the I1SO file into.
e -required

ltimezone:"(GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London"
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e Specify time zone to apply - must be enclosed in quotes.
e Default:"(GMT-05:00) Eastern Time (US & Canada)"
e To see list of timezone names enter the following:

SRIPArchiveClientConsole /tz >> TimeZoneList.txt

o /7

e Help

Examples:

SRIPArchiveClientConsole /startDate:2009-2-17 /endDate:2009-2-17

¢ /volumeName:Chicago /imageOutputDirectory:"C:\RecordedCalls\ISO Output" /isAdmin:true
/userName:space /password:ghost@

SRIPArchiveClientConsole /volumeName:Chicago

e /imageOutputDirectory:"C:\RecordedCalls\ISO Output" /isAdmin:true /JuserName:space
/password:ghost@ /lastnDays:2

Console Session Example.

o CAWINDOWS vsystem32hemd exe - SRIPArchiveClientConsole /volumeNa 3 mage o ] A

B
C:“Program Files“CTI Group IncxSmartRecordArchiveTool>SRIPArchiveClientConsole </
volumeMName :Chicago “imageQutputDirectory:"C:xDevelopment~I50 Filezs" isAdmin:trn
e suserMame:hosted Apassword:secret sstartDate:2007-5-27 endDate:28009-5-27

Authenticating user...

Authenticated successfully.

Found 81 db record<s> that match the search criteria.
Attempting to download recordings, pleasze wait...
Estimated run time: BRA:85:52.686008

Program starting...
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e CIAWINDOWS \system32hemd exe =]
H e 0 0 0 ECO e e -
GIEERT BIIEIE
[0 0 H 1 1 [} 0 0 0 AA?_H6_B
1 1
[HH WK BY . BHH
AAA: T mag :
01515 H @5 5 15 2 g 4596
A A HA5 55049 i 2 g 679
i H A5 3 y alh 2 b g
H A @5 8 Hi 2 [ f 25639
5lG A A5 b 28 ¥ b [ 0 0 [
q
A4 H A5 i Gl [ EBY : 26
HA4 H THAS H8H i Gl0 H 678 8
015 H @5 0 66 B 2 : b 0 b
A f HATH A6 Hb H ] h f H H'76 B
MAG A A5 [ 2 Gl0 1022106 [ Gb6Y
HAG A A5 & i K HEAH 10226 4 f ‘-.!'
A H A5 416 & Gl 101226 E8 g 36
HH A THAS 64846 K HAH paa P ] E 4 H .5!'
HA8 H A5 G K a1t - 2614 259
AR A A5 K Gfo : H : g g =

File downloaded completed, begin creating the ISO image.

CAWINDOWS Asystem3Z2icmd. exe

402200831066 .mp3

A@%22:» Formatting “Temp:RecordedCallFiles~IS50~TempFilesCx2009052716827A3-1883-18860—
402200701865 _mp3

@23 Formatting “Temp“RecordedCallFiles~IS0~\TempFile=sC~20070527075408 18602 -1881—
402194082-1064 . mp3

@723 Formatting “Temp“RecordedCallFiles“IS50TempFilesC:\20@70527875353 1002 -60008
—48219394-1063 .mp3

A#%23» Formatting “Temp:RecordedCallFiles~IS50~TempFilesC:\20070527075206—1882-6A000
-40219370—-10862 .mp3

@23+ Formatting “~Temp“RecordedCallFiles~IS0~TempFile=sC~20070527875057-1883-18860—
402193681861 _mp3

@27+ Formatting “Temp“RecordedCallFiles~IS0~\TempFile=sC~20070527074%911 168682 -608000
—-4A219345-10608_mp3

@?27% Formatting “Temp“RecordedCallFiles“IS50\TempFilesC:\20@70527874807-1003-10800—
402192327-1685%9 .mp3

@2%» Formatting “Temp“RecordedCallFiles~I80~TempFilesCxIndex.csv

188;x Processing Complete — File{s»: 82 — Elapsed Time: BB@:83:54.86827

Updating datahase...

Updating Archive table...

Archive update completed.

Updating ArchiveLink tahle...

ArchiveLink update completed.

Database update completed. Elapsed Time: B0:00:80.0091

Total Run Time: @@:A3:55.8851

ISO image created - database updated - task completed.

Run Archive Console Client as a Windows Scheduled Task

Prior to running the archive client application as a scheduled task, you will need to modify ARCClient.bat. In
this file you will find usage comments along with the command that will be executed by the scheduler. Make
the applicable modifications to this command by setting the desired archive parameters. Once this file is ready,
a scheduled task can be created that will execute it.

How to Create a Windows Scheduled Task. To open Scheduled Tasks, click Start, click All Programs,
Accessories, System Tools, and Task Scheduler.

To schedule a new task:
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¢ Double-click Add Scheduled Task to start the Scheduled Task Wizard, and then click Next
in the first dialog box.

e The next dialog box displays a list of programs that are installed on your computer, either as
part of the Windows XP operating system, or as a result of software installation.

= Click Browse, and, if the default destination was used, go to \CTl Group
Inc\SmartRecordArchiveTool and select ARCClient.bat, and then click Open.

Type a name for the task, and then choose one of the following options:

e Daily
o Weekly
e Monthly

e One time only
e When my computer starts (before a user logs on)
e When | log on (only after the current user logs on)

Click Next, specify the information about the day and time to run the task, and then click Next. Note that the
information about the day and time to run the task vary depending on the selection that you made in the
previous wizard dialog box. For example, if you chose Weekly, you must indicate the day of the week, the
time, and if the task should run every week, every 2 weeks, every 3 weeks, and so on.

Type the name and password of the user who is associated with this task. Make sure that you choose a user
with sufficient permissions to run the program. By default, the wizard selects the name of the user who is
currently logged on.

Click Next, and then click Finish after you verify the choices that you have made.

For more details go to <http://support.microsoft.com/kb/308569>

Console Known Issues

The singular issue of the console application is it is very slow - and this must be taken into consideration
when setting up scheduled tasks. You must plan your schedules to insure a task will finish before the next
task starts. A reasonable rule of thumb to help estimate how long a session might run is the console version
runs x times slower than the winform where x is the number of files downloaded concurrently.

As an example, run a test archive based on a search criteria of 1 day. Set the configuration concurrent file
download to 7. At conclusion, note the total elapsed time; the console version for that same time period will
take approximately 7 times as long.
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Voice Recording Usage Frequently Asked Questions

How much data does a 1 minute call consume?

Answer: Around 178KB (Average of 5.6mins per Mb)

What CODECS are supported?
Answer:  G.711, G.729, G.722 (HD)

What file format are the recordings in?

Answer: MP3

Can | download my own Voice Recordings?

Answer: Yes — Calls can be download either via the web interface, (download button), or the archive
utility, (ISO Image).

Can | email my Voice Recordings from within the Portal?

Answer: Yes — A link to the Voice Recording can be emailed externally from the Voice Recording
Portal (email button).

What happens if | go over my storage limit?

Answer: Voice Recording contains an automatic deletion process that removes recordings older than
the specified time period, 30 Days, 180 days or 7 Years. If the storage limit is exceeded,
(Fair usage policy for 30 days), recordings will also be automatically deleted from the
system. Before files are removed an email notification is sent notifying either to archive or
delete old recordings or they will be automatically deleted.

Can | record inbound mobile phone calls? (E.g.: Remote Office, etc.)

Answer: Yes — When using features such as remote office, call forward always, etc. calls can be
recorded.

Can | record outbound mobile phone calls? (E.g.: Remote Office)

Answer: Yes — When using click to dial features, calls can be recorded. That is, if the outbound call is
initiated from the Toolbar when Remote Office is ‘on’, the call established to the remote
office destination will be recorded.

Can | recover a Voice Recording if I've deleted it?

Answer: If a recording is deleted from the “Call Recorded” tab, then they have been moved to the
recycle bin. Calls can be recovered from the recycle bin. If the recycle bin is emptied calls
are permanently deleted.
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Are DTMF tones recorded?

Answer: No — DTMF tones aren’t recorded

What kind of DDIs can | record?

Answer: You can only record end users with DDIs. Site feature will not be recorded. Example: Auto
Attendant, Hunt Group, Voice Portal, Trunk Phone Number.

Can a Reseller have ‘admin’ access to a Customer’s Recordings?

Answer: Unfortunately due to privacy and data protection policies this is not possible.

Can | record Trunk Phone Number calls?

Answer: This is not currently possible. Any numbers used on a SIP Trunk that need to be recorded
should be assigned to a SIPT User and another phone number used as the Trunk Phone
Number. Please consider the fair usage policy when using the 30 day storage option in this
scenario.

Can | change the Feature Access Code (FAC) for Voice Recording Pause & Resume?

Answer: The ability to customise Feature Access Codes on the Business Portal is available for but
changing defaults should be considered carefully where voice recording is needed for SIPT
Users. If the FAC for Pause and/or Resume are changed from the standard allocations (*48
and *49 respectively) this will not be reflected when using the SIPT Pause & Resume
method.
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